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“The State of Cyber-Security in Armenia”
Prepared by

Richard Giragosian
Director
Armenian Center for National
and International Studies (ACNIS)

Introduction

The strengthening of cyber-security represents an effort of strategic importance for the
Republic of Armenia. The strategic imperative for strengthening cyber-security in
Armenia stems from three main factors: the need to be more deeply engaged in the
globalized world, including “cyberspace,” the challenges from newly emerging security
threats, and the more specific need for ensuring adequate security for the development
of Armenia’s Information Technology (IT) sector.

There is also a degree of “peer pressure” from Armenia’s neighbors, especially as the
Azerbaijani government has become increasingly concerned with the need for
enhancing its own cyber-security. There have also been reports that the Azerbaijani
military has expressed a keen interest in bolstering its own cyber-warfare capabilities.
From this regional perspective, there are also two important incentives for Armenia: the
need to keep pace with cyber-security initiatives in the region, and the necessity to
maximize Armenia’s potential as a regional leader and pioneer in the IT sector.

The Concept of Cyber-Security

The concept of cyber-security is firmly rooted in the inherent role of the Internet as a
bridge and link to the outside world. This role has expanded tremendously in recent
years, as refelected in the vast expansion and diffusion of the Internet from its origins
as a research project in the 1960s to a widespread commercial infrastructure with close
to one billion Internet-connected users as of 2004. It is, therefore, a strategic
imperative for Armenia to recognize and promote cyber-security as an urgent policy
priority, in terms of keeping pace with globalization to overcome the thrat of isolation
and to defend against the new security threats of the 21* century. More specifically,
there are four principal components to Armenian cyber-security: to safeguard and
defend national security, to engage and integrate more deeply with the globalized
marketplace, to develop and expand a knowledge-based economy, and to ensure and
modernize the military elements of its cyber-security.
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A. National Security

The national security component of cyber-security is comprised of two maini elements:
the need to protect Armenia from the threat of cyber-crime, such as money laundering
and computer crimes, and the necessity to secure the country’s critical infrastructure
and communications systems. There is also a need for the monitoring and enforcement
of cyber-security within the context of counter-terrorism, extremism and even terrorist
financing that have recently redefined the parameters of Armenian national security.

Cyber-Crime & Money Laundering

The need to combat cyber-crime is an integral part of the overall effort to bolster
Armenian cyber-security. Cyber-crime 1s also a national security consideration, as
Armenia must prevent the creation of “cyber-crime havens” by enacting measures
capable of fostering greater vigilance in countering any criminalization of cyberspace.
The Armenian state is, therefore, called on to codify and criminalize any and all acts
deemed to threaten the security and integrity of cyberspace. It should also recognize
the scale and scope of cyber-crime, which almost always ignores national borders,
surpasses legal systems and exploits weaknesses in multilateral cooperation.

Fighting cyber-crime also requires effective criminal investigation and prosecution.
For Armenia, this also presents new opportunities, as there are a number of programs
available that offer funding, training and technical assistance for fighting cyber-crime.
The Armenian Central Bank and a few other government officials have already
participated in such programs, but there is ample opportunity for greater involvement in
international cyber-crime initiatives.

At the same time, there is a need to balance the law enforcement and national security
demands of combating cyber-crime with the proection of civil liberties and societal
rights. Such a policy balance needs to accommodate and appropriately protect privacy,
with procedural safeguards governing the interception, preservation, production and
seizure of data. In order to facilitate the protection of such societal norms, Armenia
should look to the provisions of the “Council of Europe Convention on Cybercrime” as
a useful basis for strengthening national legal frameworks dealing with cyber-crime.
Armenia should also build upon its commendable decision to become a signatory state
of the Council of Europe Convention on Cybercrime.

Although money laundering is not a new criminal threat, it has assumed an elevated
importance in the wake of the attacks of September 11, 2001 and the subsequent
“global war on terrorism.” Although the traditional focus of money laundering has
generally been driven by threats posed by international and domestic organized crime,
and related narcotics trafficking, the new emphasis reflects the emerging threats to
national security posed by the possible linkage of money laundering and terrorism,
therefore, adding a new focus on tracking and blocking the financial flows of terrorist
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groups and their supporting infrastructure network. The effort to counter money
laundering has also had to adapt to newer, non-traditional facets of this challenge, such
as the informal networks for remittances, and on the innovative use of the Internet and
web-based financial transactions by both criminal and terrorist groups. For Armenia,
the need 1s to demonstrate effective cyber-security policies sufficient to affirm
Armenia’s role as a responsbible partner in the fight against terrorism, money
laundering and other related cyber-crimes.

Protecting Armenia’s Critical Infrastructure

The protection of the country’s national infrastructure and critical assets is also a
fundamental requirement of Armenian national security. With the vital role of
computer networks and sophisticated automated systems, the need for protecting the
cyber-security of these operational components of Armenia’s critical infrastructure is
obvious. Given the natural reliance on the national infrastructure for much of
Armenia’s economic activity (the production and distribution of most goods and
services), the identification of the “critical infrastructure” is an essential first step in
assessing the vulnerabilities of such a wide array of physical assets. And as computer
and communications systems and networks are increasingly vital bridges linking
various sectors of the infrastructure, they are clearly “core critical infrastructures”
mandating adequate cyber-security to safeguard against various vulnerabilities,
including human error, natural disaster and even attack.

Moreover, Armenia’s crucial infrastructure provides the “backbone” for the Internet
wihin the country. In this context, the Internet should be seen as a complex “system of
systems,” composed of interconnected networks that use a common set of protocols,
most commonly known as the Internet Protocol (IP). The Internet and its applications
are dependent on the underlying physical infrastructure (or “backbone”) and thereby
require that this infrastructure is available, secure, well-managed and inter-connected,
and has adequate capacity and service quality. Therefore, Armenia’s critical
infrastructure is a crucial consideration for cyber-security.

In terms of assessing the cyber-security needs of Armenia’s critical infrastructure, there
are six key areas in need of computer network/cyber protection:

1. Telecommunications: land-line and cellular telephone service networks, the
processing, storage and transmission of data by facsimile and email;

2. Energy: operational and safety systems for essential services, such as
electrical distribution and transmission and water supplies, among others, as
well as the security of the Medzamor nuclear power plant;

3. Banking & Finance: systems governing financial exchange, transactions and
settlements, stock trading, automated teller machines (ATMs);



4. Transportation: the aviation guidance, air traffic control and airspace
monitoring system, the monitoring of transporting and handling of hazardous
materials (such as nuclear waste from Medzamor) by road, rail or air;

5. Government Services: emergency systems for medical, police, fire, rescue
and natural disaster response & recovery services, public health networks to
monitor disease or bioterrorism, the continuity of government in crises
(earthquake, incidents of terrorism or war);

6. Defense: command & control systems, lines of communication for air and
land forces.

It is difficult to make a distinction between the physical security and cyber-security of
the Armenian infrastructure, however. But it is the reliance on computer- and cyber-
based systems for the operation, monitoring and safety of each of these six areas that
presents a unique challenge to ensuring cyber-security. The need for cyber-security of
the Armenian critical infrastructure further entails the protection of both physical and
cyber assets from operational failure as well as from being compromised by either
unauthorized access or problems in the operating software or systems. Moreover, the
outdated condition of much of the physical assets of Armenia’s critical infrastructure
only compounds the inherent vulnerabilities in its computer- and cyber-based systems.

B. Globalization

Cyber-security is also a prerequisite for overcoming the constraints of the blockade and
embargo imposed on Armenia by both Azerbaijan and Turkey. It is also necessary as a
tool to overcome the isolation of Armenia and to help integrate the emerging Armenian
economy into the globalized marketplace. On a national scale, cyber-security also
holds an influential role in forging a deeper integration of Armenia’s rural areas in the
overall economy. Cyber-security is especially crucial in this regard, given the
increasingly vital role of technology as a driver for future economic growth and job
creation. Within a regional context, Armenia must also keep pace with its neighbors in
developing its cyber-security. This is also essential to ensure that Armenia is no longer
excluded from regional development projects or future technological initiatives.

C. A “Knowledge-Based” Economy

In addition to the role of cyber-security in negating Armenia’s blockade and isolation,
it is further important as a facilitator of the development of a knowledge-based
economy in Armenia.' The protection of intellectual property, the prevention of cyber-
crime and the promotion of sound national policies on technology, constitute the
linkage between cyber-security and modern economic development.

' By the term “knowledge-based economy,” I refer to the basic definition provide by the Organization for
Economic Cooperation and Development (OECD), which states that a knowledge-based economy is “directly
based on the production, distribution and use of knowledge and information.”
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This is clearly evident in Armenia’s potential for hosting such “outsourced” services as
software development, data entry and as “call centers” for foreign telemarketing,
customer service and credit card companies. But effective cyber-security is also an
important prerequisite for the development of future “start-up” businesses such as e-
commerce, online banking, and biomedical research, among others.

D. Military Security

Cyber-security is also an essential element of overall Armenian military security.
There are several facets of the relationship between cyber-security and military
security, ranging from the need to protect against cyber-attack and cyber-warfare to the
necessity of maintaing and protecting the integrity of secure military lines of
communication and command and control.

Currently, the Armenian military faces two types of cyber-security threats: cyber-war
and “netwar.”  Cyber-warfare involves information- or communications-system
warfare waged by an opposing state’s formal military forces. “Netwar,” on the other
hand, consists of an information- or communication-system conflict waged by
networks of non-state actors. Both cyberwar and netwar utilize attacks an opponent’s
computer networks and military lines of communication.

Armenia has already been victim to such cyber-attacks, with “netwar” attacks
successfully targeting and disrupting dozens of Armenian-related websites and their
host computer servers in Armenia, Europe and the United States. One series of such
attacks, in January 2000, have also targeted the web pages and computer networks of
both the U.S. Embassy and the Soros Foundation office in Baku. The Azerbaijan cyber-
attacks, carried out by hackers calling themselves “The Green Revenge” and “Hijack,”
were seen by some experts as being related to or even supported by the Azerbaijani
government.”

And although the most extensive cyberwar capabilities are generally limited to the
larger or more advanced military powers (China, Russia, Israel, the United States, etc.),
the “start-up” or “entry” costs associated with acquiring more basic cyber-warfare
capabilities are relatively modest and depend more on technical human capital than on
financing. This has also been most clearly demonstrated by the record of cyber-attacks
launched against the United States government and military, with cyber penetrations of
some of the most “secure” U.S. systems by lone “hackers” and even school-age
computer enthusiasts. The lesson for Armenia is to take nothing for granted, to not
underestimate the ease of cyber-attacks and to prepare a defensive response prior to,
and not simply after a cyber-attack.

? Strobel, Warren, “A glimpse of cyberwarfare,” U.S. News and World Report, 13 March 2000.
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The State of Armenian Cyber-Security

There are five main problems associated with the current state of cyber-security in
Armenia. The first, and most pervasive, problem is rooted in the Soviet legacy of
technology policy. Armenia faced a period of uncertainty and inexperience at the time
of independence in the wake of the collapse of the former Soviet Union. Although the
obstacles inherited from the Soviet system were profound, and ranged from a closed
economic and political system to an overly managed centralized economy, it was the
Soviet legacy of technology policy that seriously impeded the development of
Armenian cyber-security.

During the seven decades of Soviet rule, technology was dominated by the state and
any and all technological innovation was driven by the state. This legacy of state-
dominated technology resulted in an entrenched policy of limiting technological
development and research and development (R&D) within the institutions of the state
and the military. The current need for strengthening Armenian cyber-security, and for
combating cyber-crime, must overcome this over-dependence on the state, however.
Armenian cyber-security must now incorporate the private sector, and its emerging IT
sector in particular, as a key driver for development. Moreover, it is the private sector,
and not solely the state, that must be the primary innovator in cyber-security,
technology and R&D.

A second problem facing the current state of Armenian cyber-security is the closed,
monopolistic structure also defined as a Soviet legacy. But this problem is one of
inherited hardware and not of inherited policy. Specifically, as with all former Soviet
states, Armenia remains burdened by the limitations of a seriously outdated
telecommunications infrastructure, in need of both modernization and investment. This
Soviet-era system, dominated largely by outdated analog, rather than modern digital
lines, is a challenge to bolstering cyber-security.

Although there has been some degree of progress following some infrastructural
investments in recent years, serious structural shortcomings remain and the reliance on
obsolete equipment continues to be commonplace. Thus, there is a continued need for
further investment required to raise the Armenian system to minimum world standards.
Unlike the first two Soviet legacy problems of Armenian cyber-security, the third
obstacle arose more recently, and stems from the high cost of telephone and Internet
services. The economics of this problem poses a significant challenge to Armenian
cyber-security. It is also directly tied to the fourth problem, however, which center son
the monopolistic nature of the Armenian telecommunications sector. And the fifth
main problem defining the current state of Armenian cyber-security is the rather
deficient set of state policies governing technology and telecommunications. There is a
significant need for improvement to Armenia’s regulatory framework and public policy
in these areas as essential steps to supplement a truly viable and modern network of
cyber-security and cyber-crime for Armenia.
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Armenia’s Emerging Information Technology (IT) Sector

Although an assessment of the Armenian IT sector is beyond the scope of this
Analytical Report, the issue of cyber-security is important to Armenia because of the
potential and priority of the emerging IT sector. But cyber-security is an essential
requirement for the development of a stable IT sector in Armenia. The need for
effective cyber-security is not only a prerequisite for IT sector expansion, but is a base
requirement for any significant foreign investment in the Armenian IT sector.

A Proposed Cyber-Security Draft Action Plan

Mission Statement

This draft Cyber-Security Action Plan is based on an initial assessment of the reality
and needs of the Armenian model, with an application of relevant cyber-security
benchmarks and best practices judged to be most suitable for replication and adoption
within the Armenian context. This consideration is particularly important, because the
imposition of a standardized approach to cyber-security may actually serve to
undermine, rather than bolster, security.

Moreover, cyber-security requires a holistic approach, incorporating measures that
neither stifle innovation nor set arbitrary standards. This approach also recognizes the
need to balance cyber-security against the minimum demands for data protection,
privacy, consumer rights and the rule of law. It is this recognition of the need for
balancing security against societal interests that limits the utility of other cyber-security
models, such as the Russian, Chinese, European, or American case studies. The
following Action Plan includes five steps identified as the most important policy
measures to be introduced as part of the broader effort to strengthen Armenian cyber-
security and bolster its capabilities to combat cyber-crime.

A Five-Step Action Plan

Step One: Securing IT Infrastructure

The first step in strengthening cyber-security and fighting cyber-crime is to address the
challenge of the Armenian national telecommunications network. Although this is a
complex issue in both a commercial and political sense, the current state of Armenian
telecommunications poses a serious obstacle to even the first stage of strengthening
cyber-security. The main problem is that a monopoly, exercised either by a state or
company, which controls both the telecommunications network backbone and provides
retail services to consumers has been found to result in higher prices, sub-standard
quality and less competitive services.’

* Lurie, Peter and Chris Sprigman. “Broadband Marxism,” Foreign Policy, March/April 2004. P. 83.
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In addition to the national security implications of the foreign-held monopoly over the
national telecommunications network, cyber-security is also hindered by three
impediments directly related to the business conduct and performance of the
telecommunications monopoly. The first stems from the blatantly expensive and poor-
quality Internet service in Armenia. The high cost, poor quality problem is rooted in
the serious record of overcharging and imposition of unreasonably high rates on other
telecommunication service providers such as domestic cable company and Internet
service providers (ISPs).*

The second impediment is the inconsistency and unreliability of the ArmenTel cellular
telephone service. Although the Armenian government was able to partially open the
mobile phone sector to competition in 2004, cellular phone subscription and area
coverage remains far less than comparable data from neighboring Azerbaijan and
Georgia.” And, as recently as July 2005, a near total paralysis of the small Armenian
cellular network lasted for some three weeks, attributed by some analysts to the gross
under-investment and under-development of its network.® The third impediment is the
ArmenTel practice of importing inferior, outdated and, in some cases, defective
equipment into Armenia while misidentifying it as an “upgrade” or as a new capital
investment in the Armenian infrastructure.’

Open the IT Sector to Competition

Given these impediments, the Armenian government should seriously consider
pursuing policies that would restore competition to the telecommunications sector and
end the practice of satte-granted monopoly concessions. Such policies must strive to
open the sector to competition, with transparent tender processes that would invite a
significant degree of interest by foreign investors, crucial to providing the investment
needed to complete the digitized upgrade of the Armenian telecommunications system.

The resulting competition would also result in lower costs and greater consumer choice
for Internet service providers. The government would also be able to devise more
prudent limitations, regulations and requirements on any bidders (foreign and
domestic) that would satisfy national security concerns. Such negotiations could also
lead to serious commitments by well-established foreign firms, such as Sweden’s
Ericsson, the Norwegian Nokia firm, or some leading Japanese firms, for example, to
cooperate closely with the Armenian government in cyber-security efforts.

* Ibid.

> The partial opening of the sector led to the entry of the Lebanese VivaCell network which aims to provide
coverage to all regions of Armenia by October 2005.

6 Zakarian, Armen and Emil Danielyan, “Armenia’s Main Cellphone Network Paralyzed,” Radio Liberty
Armenia Report, 18 July 2005.

" Information provided in interviews with an anonymous ArmenTel employee and Armenian government
officials, Yerevan, June 2005.
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While such a new policy option may be politically challenging in the short term, it is a
significant longer term step toward ensuring the stability and security of the sector that
are essential prerequisites for meaningful cyber-security. A number of leading Western
experts have also advocated the concept of a “renationalization of network backbones”
and have proposed that governments may ease the financial strain by “using long-term
debt funded by revenues flowing from the operating lease. A properly structured public
debt issuance would assuage foreign investors’ fears of a broader nationalization
campaign.” ®

Step Two: Securing Business and Economics

The second step in strengthening cyber-security and fighting cyber-crime is the need to
secure the business- and economic-related aspects of cyber-security. This relates to the
need to safeguard intellectual property and e-commerce. To date, Armenian legislation
has tried to keep pace with these developments. Within the broader framework of
harmonization with World Trade Organization (WTO) standards, Armenia has
introduced several key amendments to its civil, criminal and customs codes, and has
adopted laws on the protection of copyrights, database and computer programs
(December 1999); trademarks, services marks, and the destination of places of origin
(March 2000); and the protection of economic competition (June 2000). But aside
from this record of Armenian intellectual property rights legislation, there is a lack of
education, raining and preparatory guidance within the Armenian judiciary. There is
still a gap in the enforcement of intellectual property rights in Armenia and an
inadequate judicial capability to enforce and adjudicate infringement cases.

Intellectual Property Rights (IPRs)

The concept of intellectual property rights (IPRs) is of paramount importance in the age
of the Internet, primarily because the Internet allows the relatively low cost duplication
and easier worldwide distribution of works of intellectual property in digital form. It is
the ease of duplication and distribution that also makes such digital products and work
highly vulnerable to unauthorized copying, modification, tampering and outright theft
and illegal re-sale. The term Intellectual Property Right (IPR) describes the legal rights
covering intellectual activity in the industrial, scientific and artistic fields. The three
main types of IPR are patents, copyright and trademarks, although other forms of
intellectual property, such as trade secrets, are also relevant.

A related concern is the issue of consumer rights. Although usually defined and
regulated by national legislation, in the context of the Internet, most consumers are
unlikely to be aware of the country or jurisdiction regulating their transactions. And in
addition, there are linguistic and cultural barriers to effective international protection of
Armenian consumer rights. Therefore, the rights and duties of the users of digital

¥ Lurie and Sprigman, 2004.



content should be defined not only by consumer protection legislation, but also by
mechanisms and stipulations in intellectual property law, such as software licenses and
other end-user license agreements (EULAS).

Under these software licensing and end-user license agreements, however, it is usually
the power of the “holders’ of these rights to determine and grant the rights to their
consumers. Thus, traditional rules normally applicable to the protection of consumer
rights in the physical world often do not apply to transactions involving software and
digital content. Additional developments in his field that require Armenian legislative
and regulatory action include: new technologies such as “trusted computing,” usually
developed and self-regulated through industry consortia. Currently, there is no
established mechanism to evaluate and address potential risks that might arise from the
development and deployment of these new technologies.

A related requirement pertains to the utility of competition law and policy to address
problems arising from vendors in a dominant position, such as with the case of
Microsoft, for example. Efforts need to be made to define standard consumer rights
and duties for the acquisition, use and sale of online digital goods, including
regulations on consumer protection, [PR, competition law and on other related issues
such as measures governing the freedom of expression and the regulation for websites.

E-Commerce and Trade

The term “e-commerce” refers to electronic commerce, including both business-to-
business (B2B) and business-to-consumer (B2C) transactions. Electronic commerce
consists of commercial transactions and the trading of goods and services that utilize
electronic means, such as Internet- or web based sales, electronic funds transfers and
share trading. The sheer growth in global electronic commerce, as demonstrated by
such firms as Amazon.com and others, necessitates that Armenian business keep pace
with the electronic marketplace.

The presence of Armenian businesses in cyberspace has been far too marginal to date,
however. The potential of electronic commerce for Armenia is significant, especially
given the geographic constraints on trade resulting from the blockade and embargo
imposed by Azerbaijan and Turkey. It is an opportunity to both overcome the country’s
relative isolation and to negate the disruption of regional trade and export routes. Thus,
although the Armenian government has adopted legislation conforming to World Trade
Organization (WTO) standards in this area, there is a further need to adopt additional
measures (legislative, statutory and regulatory) recognizing “digital signatures,”’
electronic contracts and the admissibility of electronic evidence.

? In this report, ‘digital signatures’ is used generically to refer to an electronic or digital means to authenticate
the identity of a party to an electronic transaction. While it is recognized that the term ‘digital signature’ is
most commonly associated with public key infrastructure (PKI), it is used and intended here to be technology
neutral.
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As on-line security is a vital consideration in the use and development of e-commerce,
Armenia needs to address the use of transaction encryption (or cryptography). The
significance of encryption technology exceeds e-commerce considerations, however, as
the Armenian government must also maintain vigilance over the sale and use of
encryption software. There is a classified decree in place directing the proper use of
encryption software by state agencies, bodies and ministries, and software
manufacturers are required to submit encryption software to relevant national security
authorities for certification. But more needs to be done to govern the import, export
and production of such encryption software and there is a lack of a comprehensive
policy on encryption.

Step Three: Securing the State

Applying elements of cyber-security to secure the Armenian state is the third step in
this Action Plan. An effort to secure the Armenian state refers to the need to address
cyber-security for the Armenian military, police and government. Although each of
these three areas share a common vulnerability to some degree, their needs and
requirements of cyber-security are fairly distinct, however.

Adopt & Adapt “Dual-Use” Technology

The state must also closely follow and adopt any and all relevant commercial
technology and software and adapt it for its specific use in ensuring greater cyber-
security. Such “dual-use” technology offers the Armenian military, police and
government an opportunity to harness technological innovation and tailor it to its own
needs.

Improve Defense against Military Cyber-Threats

One of the more recent innovations in modern warfare has been the adaptation of
information technologies to war-fighting. The militarization of the Internet has been
evolving through the last four decades and has reached an impressive degree of
sophistication today. The military aspects of cyber-security, therefore, must be adept to
meeting and confronting these emerging cyber capabilities. Cyber-warfare involves
military operations that incorporate elements of information-related technology, such as
disrupting or destroying an opponent’s information and communications systems.
Cyber-warfare utilizes a diverse range of technology, from the most rudimentary to the
more sophisticated. It protects its own, and targets its opponent’s systems for command
and control, logistics, tactical communications, positioning, “friend or foe”
identification, and ‘“smart” weapons systems, among others. It may also include
measures of electronic blinding, deceiving, intruding, jamming or overloading an
adversary’s information and communications systems.
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Defending Against Cyber-Attack: Networks, Not Hierarchies

From a defensive position, there is a need for a new inter-organizational “network”
within the Armenian military and government. A network-based approach is
important, because the traditional military structure and organization is one of
hierarchies (as in the standard “chain of command,” for example), but with other low-
intensity, asymmetrical threats like insurgencies and terrorism, the military cyber threat
is posed by networks. And these networks enjoy the advantage of launching cyber-
attacks at little cost and hold not only an advantage of surprise but also anonymity. It is
as much a challenge to identify the cyber-attackers as it is to defend against them.
Thus, it takes networks to defend against networks.

Such a defensive position against cyber-attack would involve a small unit, similar to
the existing signal corps within the Armenian military, assigned to monitor the military
communications networks and develop tactical defensive response plans in the event of
cyber-attack. From a military perspective, the goal would be system integrity and
survivability, and not necessarily counter-attack. This unit would also adopt “red team
versus blue team” cyberwargame simulations that would bolster unit readiness and also
reveal system cyber vulnerabilities. Specific assistance and training may also be sought
through the NATO Partnership for Peace (PfP) program, as well as through bilateral
arrangements with the relevant U.S. and/or Russian military units.

Structurally, cyber-security for the Armenian military is dependent on cyber-security
for all. Even the advanced and technologically sophisticated U.S. military structure is
dependent on the critical infrastructure. The U.S. military, for example, still relies on
the same telephone, fax and electrical networks as the ordinary American for over 90
percent of all military communications. For communications, the U.S. military
typically uses its Non-Classified IP Router Network (NIPRNET) for routine
administrative operations, while its Secret IP Router Network (SIPRNET) allows
military access to classified databases and conduct secure messaging. Over 70 percent
of NIPRNET traffic uses the civilian Internet, however, while SIPRNET is isolated
from the more open Internet. For the Armenian military, therefore, cyber-security is
also inherently tied to cyber-security for all of Armenia, especially as the Armenian
military is a stakeholder in cyber-security.

Over the medium-term, senior Armenian military staff officers, in conjunction with the
Minister of Defense, should increase cooperation and even lead collaborative efforts
with the private sector to enhance the cyber-security of the sections of the public
infrastructure that the military relies upon. There should also be greater attempts to
leverage opportunities for international cooperation in this field, with specific financial
and training assistance from the U.S. military, NATO’s Partnership for Peace (PfP)
program, and from the Collective Security Treaty Organization (CSTO), as well as
within multilateral programs of the OSCE, the United Nations, European Union (EU),
World Bank and European Bank for Reconstruction and Development (EBRD).
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Cyber-security is also in need of increased attention for the Armenian police and
emergency services. As both are the first lie of defense or “first responders” in cases of
national emergency, the integrity, security and inter-operability of their cyber systems
are crucial. The priority of cyber-security for e-governance and related services is also
an important consideration. Armenia is the second country in the world, second only to
Australia, to have introduced an electronic visa system. It has also been recognized as a
pioneer in the establishment of several governmental websites, with one of the most
impressive being the Ministry of Foreign Affairs’ webpage. Ironically, in the event of
cyber-attack, these systems may invite a coordinate attack, as they are natural targets as
the moe official “cyber representatives” of the Armenian state.

Step Four: Leverage New Opportunities for Funding and Training

In recognition of the existing financial and budgetary limitation facing Armenia, there
is a need to leverage existing programs that provide financial and technical assistance
and training in the field of cyber-security. One of the largest and most significant
opportunities is provided by the U.S. National Infrastructure Protection Center (NIPC),
an interagency effort within the U.S. Federal Bureau of Investigation (FBI). The NIPC
regularly provides cyber-crime investigation training to interested foreign counterparts
and holds training sessions at the International Law Enforcement Academies in
Budapest and Bangkok, with additional training seminars held for foreign cyber-crime
officials. The NIPC also offers to hold workshops with foreign governments in their
countries to reach larger numbers of officials involved in fighting cyber-crime.

Other opportunities for Armenia to benefit from such international cyber-crime
assistance are found in the U.S. Department of Justice’s Computer Crime and
Intellectual Property Section (CCPS), and its National Cybercrime Training Partnership
(NCTP), both of which have been expanding their scope to include foreign training and
funding programs. More recently, the U.S. Customs Service has also launched a
program on international cooperation. Within the U.S. Department of Homeland
Security (DHS), this program provides targeted financial assistance and technical
training to a number of foreign cyber-crime personnel.

Forge Public-Private Partnerships

Ensuring cyber-security also requires an active and collaborative relationship between
the government and the private sector. This is increasingly essential, as much of the
computer and telecommunications systems that constitute Armenia’s critical
infrastructure are owned, controlled and managed by private companies. The Internet
Service Providers (ISPs) must also be integrated into a comprehensive cyber-security
strategy. One of the first challenges to establishing an effective public-private
partnership for cyber-security is the reluctance of companies to report or share data
concerning cyber-attacks. This reluctance is grounded in a fear of disclosing sensitive
13



corporate information and data and is the most common limitation to establishing a
“climate of security consciousness.”'” In order to overcome this private sector
hesitation and to foster an effective public-private cyber-security partnership, the
government must, therefore, craft polices capable of preventing the unnecessary and
unrestricted disclosure of sensitive commercial information, trade secrets or other
digitized propriety data.

Create a Public-Private Cyber-Security Forum

One of the more promising avenues to forge an atmosphere of trust and confidentiality
within a context of public-private cyber-security would be the creation of a confidential
venue or forum that would foster an open and free exchange of data and information
regarding cyber-attacks and system vulnerabilities. Such a “public-private cyber-
security forum” would encourage private companies to feel comfortable in disclosing
relevant information while benefiting from government efforts aimed a protecting them
and their business. And, in turn, the government would gain “real time” information on
any new cyber-attacks or cyber-crime. Such an effort would be especially important to
Armenia, as the state could maintain an active dialogue with the rapidly emerging new
firms in the IT sector at a pace consistent with the fast-paced and unpredictable rate of
cyber-attacks and cyber-crime.

Such an approach is also beneficial to allow for a closer relationship between the state
and the strategically important Internet Service Providers (ISPs). The ISPs should be
required to establish national network operations center capable of working with and
supporting the government’s cyber-security teams. This is especially important as the
ISPs are usually the first-line of defense for both cyber-attacks and cyber-crime. They
are also in the best position to monitor, track and report attempts at computer system
infiltration, penetration or manipulation. The Public-Private Cyber-security Forum
concept is modeled on similar computer emergency response centers, officially known
as a Computer Emergency Response Team (CERT). This would also allow Armenia to
join the Forum of Incident Response and Security Teams (FIRST), and international
organization that links foreign CERTs in a global network of cooperation.

Step Five: Preparing for the Future

As this Cyber-Security report has attempted to demonstrate, the future of Armenian
economic, military and national security is largely dependent on broader trends that are
generally well beyond the parameters of any one country. These trends, exhibited in
terms of broad economic and commercial globalization, dynamic new military
technology and rooted in the rapid global change of the Internet era, require a new
focus on security. It is from this starting point that Armenia must recognize and act

12 “The Cyber-Dimension of Emerging National Security Threats.” The Marshall Center for Security Studies,
Conference Report, 2-5 December 2002.
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upon the demands of cyber-security. Thus, it is essential for Armenia to prepare for the
future in order to guarantee its own future as a secure and stable nation capable of
withstanding and exploiting these larger global trends.

The Need for Internet Governance

A core requirement for developing sustainable cyber-security is the need for Internet
governance. The need for Internet governance has intensified as the Internet underwent
a broad transformation from a research and academic facility into a general purpose
communications medium widely available to the public and used for an expanding
range of private and public purposes. Although the definition of Internet governance
has been underway for over a decade, it has not been free of debate.

The founders of the Internet rejected any suggestion of governance and only called for
coordination in a bottom-up, collaborative, largely voluntary fashion. But as the
invention of the World Wide Web expanded the Internet and made it accessible to a
wide range of users from the mid-1990s on, the need for governance emerged from the
increasing commercial value of the Internet, its growing importance to business and
government users in all countries, and from the emergence of threats to the security of
both individual users and the Internet as a whole.

For the purposes of strengthening cyber-security and combating cyber-crime, Internet
governance represents a continuation of the “corporate governance” that relates to the
management and operation of private companies and relations between shareholders,
directors and managers, as well as with both the state and civil society as a whole. And
for the unique context of Internet governance in Armenia, the effort should be
transparent and democratic, with the full involvement of the state, the private sector,
civil society and relevant international organizations and multilateral institutions.

The Need for Competition Policy

As the Internet and its applications run primarily through the “backbone”
telecommunications networks, there 1s a direct relationship between
telecommunications policy and cyber-security. The history of the Internet has
demonstrated that its growth was due to in large part to pro-competition and pro-private
sector policies in the telecommunications sector.

In a June 2005 report by the United Nations Working Group on Internet Governance
tracing the course of the development of the Internet, the evidence demonstrated that
state-owned telecommunications operators were privatized, markets were liberalized,
and new independent regulatory authorities were established. As the Internet and cyber-
activity expanded, regulation shifted from technology-oriented and sector-specific
regulation to more competition-oriented regulatory frameworks. In the last ten years,
the transformation of the global telecommunications sector also coincided with the
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transformation of the Internet (and the World Wide Web) from a medium primarily
used by the research and academic communities into “a global facility available to the
public.”"!

These transformations were mutually dependent and resulted from shifts in policies
affecting the enabling environment. For Internet users, these policies enabled greater
access to higher quality services and greater affordability, and lower barriers to entry
for network operators and service providers, first in the developed world, then
increasingly in developing countries. The next stage in the transformation of
telecommunications and the Internet will also feature an extension of IP-based
technologies and services to networks previously served only by traditional (analog or
digital but non-IP) telephony, and to those characteristic of radio and television
broadcasting. The convergence on IP platforms, also referred to as “next generation
networks” (NGNs) is already raising new challenges to competition policy and
regulation, especially vis-a-vis traditional technical regulation and will affect a new
array of consumers and mostly private sector operators and service providers and
suppliers.'”>  For Armenia, there is opportunity to align its telecommunications
competition policy with existing inter-governmental organizations that handle Internet
governance, such as the International Telecommunications Union (ITU), the
Organization for Economic Cooperation and Development, and the World Trade
Organization (WTO)."

The Fiber-Optic Imperative

Since gaining independence in the wake of the collapse of the Soviet Union, Armenia
has been faced with several fundamental challenges, including the disruption of trade,
transport and energy links resulting from the imposition of an East-West blockade and
related trade embargo by Azerbaijan and Turkey that further distorted Armenia’s
natural socioeconomic development. Armenia was also excluded from several elements
of regional energy and transport development plans, including the Baku-Ceyhan and
Baku-Erzerum oil and gas pipelines, as well as more recent projects to modernize the
regional railway network. But the most significant imperative for Armenia today is to
ensure that it is not excluded from the newest regional development plan. And this
imperative i1s again one of “pipelines,” but does not involve energy. This new
imperative for regional inclusion over exclusion stem from the new projects to develop
the fiber-optic network in the region (and beyond). It is this fiber-optic “pipeline” that
will be key to not only Armenian cyber-security, nor even its economic development,
but will determine the future of Armenian national security.

" United Nations Working Group on Internet Governance. Background Report. June 2005.
12 :

Ibid.
" The principal governance mechanism of the WTO is through the General Agreement on Trade in Services
(GATS), and in particular the agreements on trade in enhanced and basic telecommunication services that
form part of the GATS.
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There are two ongoing projects aimed at forging regional telecommunications
development. The first project, focusing on the “Silk Road” countries, is called
SILKSAT and involves the participation of the U.S. satellite corporation Orbital. This
project has already attracted the interest of Ukraine, Georgia, Azerbaijan and Russia.
Within this project, Georgia has positioned itself as the regional hub for the
interconnection of the telecommunications networks.

A number of fiber-optic lines, both projected and existing, converge in Georgia. These
include four strategic routes Sochi-Poti fiber-optic line, financed by Rostelecom to
connect the two Black Sea ports; FOPNet’s nation-wide trunk telephone network,
which will connect Poti with Tbilisi and branch off to Azerbaijan (and theoretically to
Armenia); the Trans-Asia-Europe Line (TAE), an 18,000 km fiber-optic network that
runs from Frankfurt to Shanghai, via Turkey, Iran and the Central Asian states of the
former Soviet Union; and the Black Sea underwater fiber-optic cable, which connects
the networks of Bulgaria, Russia, Ukraine and Georgia. The second project, financed
by the European Union, is the “Traceca Silk Road” project, which consists of a fiber-
optical communication cable running alongside the regional railway network, linking
133 rail stations and providing signaling along the South Caucasus railway tracks. The
World Bank has estimated that up to 80% of the network capacity could be leased to
public and private telecom operators for general telecommunications purposes.

Armenian participation in both projects is already only marginal at best. Thus, Georgia
has emerged as the one state in the region serving as the center for the development of
the region’s infrastructure strategy that looks to the future of the development of the IT
and telecommunications sectors. The imperative, therefore, is clear and Armenia once
again faces exclusion from one of the most important regional development plans. This
danger of exclusion from the region’s expanding fiber-optic network is one of the most
serious, yet under-recognized threats to the future of Armenian cyber-security.

Conclusion

Defining a country’s national security is one of the more basic obligations of a state.
The concept of national security is essentially defined by a state’s mission to meet
possible threats, both internal and external. This state mission is comprised of three
main pillars: to protect its territorial integrity and state borders; to provide security for
its population; and to preserve stability, in both political and economic terms. The
challenge of national security, especially in today’s complex environment of
multiplying threats, is to ensure that both the definition and defense of national security
is a dynamic, not static, process of constant vigilance and preparation. For Armenia,
small in both size and population, national security holds an even greater role in the
face of the threats of isolation and blockade. The imperative for cyber-security,
therefore, 1s merely one element of a broader long-term mandate to ensure the viability
of Armenia’s overall national security. And as this draft Cyber-security Action Plan
envisages, this is only the beginning of such a longer-term effort.
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A Cyber-Security Action Plan for Armenia

Step One: Seck a negotiated settlement ending the monopolistic
structure of the national telecommunication sector and open it to
competition after crafting adequate regulatory and national security
safeguards;

Step Two: Educate and assist the judiciary to recognize and enforce
intellectual property rights; and adopt additional legislative and
regulatory measures on ‘““digital signatures,” electronic contracts and
the admissibility of electronic evidence.

Step Three: Secure state functions of the military, police and
government services by adopting and adapting ‘“‘dual-use”
technology; leverage international funding and training; and ensure
greater interoperability in times of crisis.

Step Four: Leverage new opportunities for funding and training by
international and U.S. cyber-crime programs; forge public-private
partnerships and create a Public-Private Cyber-security Forum; and
follow-up on its ratification of the Council of Europe Cybercrime
Convention.

Step Five: Develop new policies of Internet Governance and
Competition Policy; and integrate the country more closely into
global- and regional-based fiber-optic network development projects.
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yhdtih hwpgbpp G unbnébint  Gwfuwnpuw0Gp hGwnghtGnt  Gnpdwg
apgwlygnipjwlb wbghbnt hwdwn:

Rwbdbwdnnnyh gnpéniLbtinip)niGp ng dh YGpw wlwpnnibwytun sG0p Ywnnn
wojuwab: dGpptipu 3wbd0wdnnnylt plnniGGg npnpnud «UpdGaSEp» OPC
wpunnOwagpnid  thnthnfunipyntbbbp  duinglbint  JGpwpbpjw;  (hwuwnwpninp
Ne60), nph wprynibpnid  pOytGpnpynttp gpydtig  nbwh  POwnbpGGun
Uhowqgquwjhl tGiph wpwidwnpiwb pwgwrhy hpwdnibphg: Uwulbwynpwwtiu,
payGnnipjnibp agnydtg hGuntpGtun-ndjwbGtph GiL Awjlwyhb
hwnnpnwanpnip)nLGbtph thnfuwOgdwh Quuny dhowqquihl
SwnwjnipjntGbGph tnpwdwnpdwb dGGw0nphwhG nhpphg: SYw npnnudp
phGiwnpqwé tp nnuwunwbwb  «dhdwbund»”™ GGpywihu  «UpdGaSt»-h
ubGthwywlwwnhpng  nhdnwind  wt  pninp wnbuwyh  aGOGw0GnphGGphg
hpwdwnybint dwuhl, npnGp GOwpuyhOnd wwuwlwbnd thG «UpdGOaSE»
pOGytGnpnipjwbp: UWunithtn  Iwjwunwbh  wypndwyntpbGpd  ppwdwune GG
hGpUnipnyl wwwhndtp PGunGpGGinh dhowqgquihl dniwnp wppwbjwlywjhG
uwwh Ywd npbit a6y wyp plytpnepynibhg Jupdéwlywijws Ywwh dhgngh
oqlnLpjwip:

SYyjw; wwhhl Iwjwuwnnwlnid qgnjnipjnth nbbO PGunGpGGunh dhowgquijhl
dnwinph 2 Jbpqbunbjw «dwjpninhGGn»” nw «UpdGGaSLp»-h nL «Fibernet»-h
owymhywidwbpwpbjwhl dwnitpubbnt GG, npnbp wbOgbnud GG Jdpwuwnwbh
mwpwoépny nt UGt Ondh hwwnwynd 6o wppwlwlwiht Ywwh dh pwbh
«wywwpwjhl»  nwnpGtGp, npnGp  oquwgnpdynd GG hhdbwlwbnud
«Jypwpwyhly» Owywwwybbpnd: Uluwd 2005p. qgnjnipynth nbh  Gwbi
hpwlwlwb «dwjnninh», npa wGaglnud £ UGnphh vwpwépnd, uwlw)l dhGs
onu wjn dwintfup hOwpwynp s& oquwagnpétp [wjlwtpin hPGnbpGtinp
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Ohwglwl hwdwn: LNyGhuy Ypwnplbph dwiwlwly hpwlwlwb nnpl sh
hwonnynitd gnpdwétiy, G nbrbiu wjl hwdwnyned £ «dbinjw)»:

Wanthwlnbpd, qnjnipjnth nibh whwpblyswlwb  nnGdgnipjniGbtiph G
[Rwjwunwbh  wpnwpht  hOnGpGGun-dwipninphbtph Jowudwlb dG6& npul,
hGswbu OwbL Yw pwqnd wy fuGnhpbGtGph Junwlq, npnbp Ywpnn GG
hwlqbiglt| Gpypnid «IwdwfuwnphwihG uwpnnuunwjth» waqnpénipjwln:

Swjwunwbh Yhpbn-wbunwbqgnipnilp

UnppGowlwlwb Y4nndlG wpnbh snpu wwph £, h0s wywnhy wywunbpwqgd k
Juwpnud  bpOwnbpGGnh  hwjwywl  ubqitbnh  nbd: Mwppbpwpwn
wnnpptowlghGtphlt dhwlnud G0 OGwbr pnipp fuwytinGtipp: Wuwbu, 2007p.
thGuinpdwphG hGuinGpGGun-qgpnhp wprynibpnd «owpndtip» GG odpninuudth,
Ugqqwjhl Jhdwlwgpwywl Sdwnwjnipjwl, «M dwlwnn» gnpdwlwinipjwl
Ywypbpp: Ywjptiph wbptpht ninwpywé Gwiuwggniawgnudlbpp  gnuyg
nytghb, np Jwwwpwdéhg hbGnn wlqwd 0h pwlh dwd wOg wjlwnbn
«OGppwthwbgiwl» thwuwnn sh OGYwuwnydb: UGgwéd wnwph wnpptiowbghlGbph
ogunngtight  hwjywywb  «Web»  wldwdp wpnwyntiph  qqnbnipjw
pwgwyuwjnip)ntbhg Gr yGpwhulynnnipjwld wnwly ybpgptight Iwjwunwbywb
mwubjwy Yuwyptp, GGpwrjw) «UGnhwdwpu» gnpdwlwinipjwlb hGunGplGun-
OGwfuwqétipp, npnGp nbnunpywdé thG paytpnipjwb ubpdtph ypw: Uh pwbh
wpwp wpnibwy paytpnipintbp skp 2nnynid hp wbthnipnipyntbp wdpnng
atnpep  agbiny  Ywjptiph  wbptph Jpw: Quuwnptl - wwpqybg, np
wayunwbgnipjwl hwiwp ywwnwufuwbwwnne wbunwywb Ywenyglbpp ng dh
UGpw sohpwawnbighlt hpwnpnipjwlp, Gr ohw)lb dnwywb pnnnpltipp Ytpe h
ytpon unhwtight pGytpnipjwbp Gpywp dwiwbwy wag iyt ubipdtinltiph
waywnwbgnipjwl hwiwlywpgntd wnyw funhpltipp: Unw)jdd
wnppbowlghGbpp  pwdwpwpdnud GO Juwyptph  «wpndwdp»  Juwd
hwwhwjywywb ntntywwynipntGbbph nmbGnuinpdwdp: Uwlwjb, Gt hwyh
wrGtlp, np wnpwO Gwlwlwihg Ywjpbph wbpbpp  s60  GUwwnnyd
Gtpfuntddwl thwuwnbipp, wwyw nw Jupnn £ pnyp nwp wnpptiowbghGtinhG
hptlg hwdwp hwpdwp wwhht wnwpwétint Gwpuwwbu wYwwnpwunywd
wwwwnbntywuwnynipjnttlt wbdhowwbu hwjlwlwb Ywyptinh dhongny:

Rwjywywb Yuwptph Jpw OG0wlwwhw qwbgwdwihlG qpnhGGph nbGwpbp
nbnh G0 nLGGGnd tnwphlb dGY whqwy: CGn npnud, gpnhGGpp nwinbnud GO k|

wytih  wphbunwdwnd, wnppbowlwlywb Ynnophg wybih 2wwnm GO
GGpgpwyyned dwpnyuyhl G, pwywlwpwn, $hwluwlwb ywrwpbbp, huy
gpnhbtph opjtywn GO nwrbnud wnwyb] GowGwlwihg hwyuwywb Yuypbpp:
Swiwwwwnwufuwlwpwn hpwwnwy fulnhp £ nurtnd Swjwunwbh ng dhwjl
whbunwywh, wybe pnhwbpwwbu Ywpbinp Gouwbwynipynih nibbgnn Ywyptiph
L ubpybpbbph wwunwwbnipjnilp: Uinbnéynid £ innywynpnipintd’ dwuwdp
wiopwgpywd  thwuwnbipnd, np  Unppbowbh  hwwnnly  dwnwjynipyncbbbpp
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Ytipwhuynia GG ah 2wpp fuwltipwyhb fudptip, pul hwyulywb Yu)ptiph
gpnhOtnt ppwywbwgynid GG pnyyp Yynndtipb h hwywn pbptne, wyp ng dhwyl
wwpqwwbu YOowuwpwpnipjwb  hwdwp: Uuwhuny, Pwpyned, wibkbwjl
hwwlwywbnipjwdp, hhdptp GO uwnbtinédnid, npwbtugh wbwunp Gnwé
dwiwlwy thnpdth [hwnpdtpnptb pwlntb PGnbpGGnh hwywywb ubqubOwp:
Lowb  Juwlght npdwywybipe, pGswbu  Gwbe hgnp  hwlwagnpnhGtiph
hGwpwdnpnipjwl  hwdwp  FwjwunwOp  wbwp £t hwdwipwdé  [hbh
wlOhpwdtin wwwnpwundwd Ywnpbpnd, hGswbu GwbL qnpénnnipjnLbbbpp
dowyywé nwgiwydwnnipjwdp:

Ltipphl gwlgtiph wayunwbgnipyniln

2007p. ntywbtdptipht Swjwuwnwlbh Upwnwpht gnpébtph Gwhuwpwpnipjwl
GGpphG gwlg GGpfunudnudp nwpdwy hwywywb Ynndh wGthnipnipjwl G
wnppbowlOghlbph  wwlwswith  gnpénnnip)ntGGbph wpwiwpwlwlw
2wpniOwynipynibp: UGqwd dwidninid pwg hwnnpnwaqnpnipintGbtinhg Yupbh
tn  hGwntinpyntGbp wlbp w0 dwuplG, np  Unppbowlnud  hwuwnniy
Swnwjnipjntbbbpp YGpwhuyntd GO O0h wpp fuwybGpwihl fudpbp, npnGp
oguwagnpéynid G0 Iwjwuwnnwbh ntd qpnhGtph hwdwp:

Ny  wwlwu [npe Jphdwynd £ EGYnpNOGwhG Gwdwlwagpnipjwb
ww2nwwbnipjwb fulnppp: Cuwn EntpywG, wyn hwpgp otip Gpypnod nbnbicu sh
wpdwlwbnLy wwwnywd nLwnnnipjwa: Ujuwbiu, Swjwuwnwbh
wwunwwbnipjwl  Owfuwpwpnipjwlb  dwipn-pwnpunninplb  wpntl  Gplywp
wnwphlbp  h  JbGp  dwdpp-hwnnpnwagpnepjntbbtph ncqnuipydwl  hwdwn
oquwagnpénild £ mail.ru nnuwywl waddwn ubpdbph EGYwnpnGwiha thnuwnp,
nph «ownpnndb» wiqwd pwgwhwjn YtGpwnd gndwgnyned £ hGinbpGGunnud Gio
wndt dnwin 50 UUL nniwp: 24w nptick Gpwfu2hpe, np wndw ywhhb Gniybwtiu
wyn thnunwpynp sh ginGynid wnppbowbghlbph qununGh huynnnipywb GGppn
G hwpdwnp wwhhG sh oguwqnpéyh hptibg Gwwuwnwybtph hwdwnp:

Lphd wybhwywn £, pt hGswhuh nipe JOwu Ywpnn £ hwugybp pwupdpwuwnhdw
wwwnnlywbbph Ef.thnuin GGpfunwdtpne G £ GUnpnGwiht Gwdwlwapnipjnibp
ownnbnt nbwpnid:  CUnhwlOnip wndwdp wbwp £t gnnupyntd nibGGGOw
wtwnwlywh Gtpphbt gwbgtiph, thwuwnwpnptiph tiGywnpnbwihb 2nowbwnnipjw
wuwunwwbnipjwl dhwulwlwb nwgdwdwnnipjnih: Iwnywwbu, Gpb hw)yh
wnbGOp wjh, np Gpypnud £ wdbih 2w GG GGpnpYdnud £ GYUnpnGwghG
Ywrwywnpdwb hwdwywpqgbin, wyw nbGwh wyn hwdwlwpgbp spnywnpdwé
antinph Junwbglb wybih £ nudbinwbnud: Ny ywlwu Ywnpbinpnepynih £ hptiGhg
GEpYyuwywglnd nwgbwywpwywb Gywbwynipjwlb ng wtwnmwlwb wrbinpwih
gwlgtiph, ophlwy tOGGpquhwdiwlwnpgbph, wwwnwwbnipjntlp, npnlg
fungtithnipjnilp Ywpnn £ hwOqbightip wntwwih htwnbLwGpGtinph:
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Pwpnqgsnipjnth

Quuwnnptl, wnppbowlwlwb Gr pnippwlwl pwpngsnipjwlb nbd hwyulywd
Ynnih Ynnohg npbit pwytp s60 dtGrGwpyynid: Uju wrenidnd hhdlbwlw
gnponnnipntGbtpp  dGnOwpyynd GO Swjwuwnwbh  Go uthjninph hwy
wbOhwwnObph  Yynndhg, npnGp  gnpond GO GGGind wOdGwlwG
hwjnptGwuhpnipjntbhg nt fuwbnwywnnip)ntbhg: OphGwly, wnppbowbwlwb
RALU-O06ph  wwwwnbinGywwndnipyjwlb nGd ninnwéd gnpdnnnipyntbbtnt wyh
dwund, np Lyndh hwybipp wwhwGonud GO JGpwbdwlb pwnwpp «Urjnié»-h,
aGnGwpyytb| thG pwgwrwwbu hwjiwywb Ynndh hGuinbpaGwn-payGpwygnipjwl
ynnudhg, nphG hwonnybig unhwti| nLypwhbwluwh 2LU-0Gph
dGéwdwulnipjwlbp  hwlbp wn Gnpp  hGnbGpGGwn-Yuyptinphg:  UhGsnbn
Unpptowlnid G @nipphwynid wynwhuh hwpgbipnd (wjGwdwunwp Yapwny
gpwnynd GO0 wbGwwlwb Ywrnigwoéplbpp: COn npnud, hwyuwlwb Ynndh
Qwulwqbwnbtph  dh  thnpp wbdOGwlwqgdp Ywpnn Etp Jwuwwpb
wnpptowlwlywb pwpnglbph G wwywwnbnGwuwynipjwlb  AdnGhwnnphlbg
wbOglwgltind wywuwwufuwb dhongwnnidbbp: Iwdh wrGbind dwulwynp
Qwlwpnwyny wnbnGwwnwywl wywwnbpwqind GGpgpwywdéd hwybph dGé
pwlOwynipjntbp, 00wl  Ywenigwdpp Ywpnn Ep hptibg  Gpgpwybpne
Gnwbwyny wprynibwybn YGpwnyd Lo GJwquanyb Jwulbbpnd hwubbp wyn
pGwquwywnnid hwonnnipyntGlGbph:

Swjwywb dwdnynd wbpnbwwn gnugnynud G0 wnppGowlwywb G
pnippwlwl 2LU-G6pp, dwulbwynpwwbtiu hGntpGGwnnud GGpYwywgdwdéltipp:
COnbwlnip wndwdp Ywnpbh £ wub, np pun yphdwlwapwlwb ndjubph,
hwjjwywb htinntunwwnbuncpinilp G ptipptipp wytih wwn gndwagnnid GG
wnppGowlwlwb gwbgwjhl nGunipulGtpp, pwl hwypGOwlywGGGpp: UYLha,
hwjywywb 2LU-06n0 wnwbg unnigiwl JGpwwnwned G0 wnpptowlwywl G
pnippwlwl  wwwuwbntywwmdnipntbbbpp npwlOnd  huy  wdbiwglbing
nwwpwlwyp hwy juwpwbh 2nowlned: £ s60Gp wuntd wyh dwuhb, np hwdwfu
wnpptowlwlwb  GnpnepyncGOtpp wwpquuwbiu  YpYyGophbwyynd GG
wWwhwwbtnd wjbwhuh wpunwhwjwnnipynltbbbn, hGswyhuhp GO «nupwpwnjw
ubwywpwwnhuwnlbipy, «hwjyyuyw dwrhunlbpy, swlybipnwynp
oguwagnpéynid G0 «gbnwuwwlnipyniby, «LN3» G wy| pwnbp:

Fwgh wyn, syw wlqwd wbwwlwlb funphpnwbhGGph hGn wfuwnwbph
pGnhwlnip dnintignud: Iwyyuywb 2LU-06pntd wbpbnhwn ypnwwaquwbnynid
GG UnppGowlh G @nipphwih wbunwlwb funphpnubhGGpp witlbwdbnbunne
inyuh tnwy: UptlanyO dwdwlwy, hwjwlwb dwdnypud wlqwd shw by
Ghwulwlwb dnunbtigntd L3 pwpuntigh wwuwnybtiph GHundwdp: Iwidwfu hwy
hwlnhuwwtiup tYypwOhl nbubnud £ Gwihuyhl LOPU, npp npbick uw snebh
Rwjwuwnwbh hGwn: Uja, np Gpypnid npwnpnepinib 606 nuipdlniud wynwhuh
«QwbpniplGtGpp» Jpw, pununtd £ hGswbu GGpphG, wjlwbu £ wpunwphG
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wypnwwaquwlnwih  Gjwwndwdp wbunwlwb  dnnbgdwl  Yupbinpnipjwl
popnOdwl ywywuh dwuh:

LtpphG 2ntyuynid, hp htGpphl, \phd pwgwluwynd £ wbunwlwb dninbignidp.
mbnuywb 2LU-G6pp gqnpéGwlwbnd 60 [neuwpwlnd Jyubpp LGrGwihG
AQwpwpwnnid, Swwuwnwbh Jdwpqgbipnud, pbbe fubnph Jwpbuinpnpjw
pOGywpdwdp gwllywgwéd hpwwnwpwynpjntd wbwp £ nlGGOwnp hp dwdpn
YGunbph  pGswbu UnbGhwlwybpunny, wjwbu £ wwpwdwpowbuwihG
ytGbwpnGGtipnud:  Quwuwnnptb, hPOnbpGGwnnd  gnynepyntt nlbh  |nYy kY
nwpwpwrjwba gnpéwlwinipntt’  Karabakh-Open.com, npl owbtpwwnhy
Gwpgn wbinGywglnd £t LA3-ntd wbinh nubbgnn  hpwnwpdnipyniGbbph
dwuhG: COn npned hwyuiywb gjnwu 2LU-GGpp gnpéGuijuibtnid nwnpnipyni
s60 nwpdOnid wyn rGunipuh ypw 2wpnibwytind wnbnbGywwndnipynth pwnb
wnpptowlwlywb wnpjnpltphg:

Uwntindyb| t wwpwnnpuw| hpwyhdwy, Gpp hwjtiph dGdwdwulnipjwb hwdwp
hOGuntpGGwnnud  wnbnGywwndnipjwlt  hhdbwlwb  wnpnp £ hwlnhuwGnid
wnpptowlwlywb ntintwundwywb Day.az wnpunwip, npb pun wygbnipjwl
Go  dGUOwpwOdwh gnigwlhGbph  gqbpwquwbgnid £ pninp Gdwbwwnhy
hwjywlwb nGunipulGpp pninpp dhwuhb  dGpgdwé: 3wpy £ GG, np
«wnunwlwng hpwyhdwyh» dwiwltwlywhwwnywdnid Day.az-(
wnwOdbwhwwnnity hwdpwy nibGbGgwy hwytiph 2powbnid, pwbh np hdwnnptG
ogunyntd  tp Swjwuwnwbjwb pninp hGswbu  wwunnGwlwb, wjlwbu k|
pUnnhdwnhp  wnpjniplGbph GnpnepynilbGbphg,  hGgp shwupnnugwy
hpwlwbwglb| ny 0h hwywlywb hpwwnmwpwynepynG:

Jdbpowpw

Mwhwwbnd GGpYwjihu nblnbGgbtpp” Iwjwunwbp dnunn dwiwbwlybbpnld
tnhd Yunpgbh hp  Owfuwaébnlnipynitbp  Unppbiowlh Gu @nipphwih  nbkd
nbntGyuwundwlwlb ywunbpwginid: UGhuwlwlnptlt wlhpwdb)n £ nunbnud
dhogbpwuwnbuswywl dwpdbh unbnénidp, npp Yhwiwlwpgh UUS (Ugquyhl
waunwbgnipjwlb Swnwjynipjwb), UGL, MU G wy qbpwuwnbusnipjnibbbpp
nbnGwwndwlwb qnpénibbnigyntGp’  hwywdwpunnipjwlb G, hbGsp  2wwn
Ywpbinp £, wyn ninnnipjwidp GwuwdtinGynn gnpénnnipyntbbbph hwdwn:

Uznun @nLpwojwl
U334 inbnblhwwnywlwl inbfuln nghwbbnh dwuliwqbin
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NudopmannonHas 6€30MaCHOCTh 001ECTBEHHO-TIOJTUTHYECKHUX CHCTEM

Nudopmanmonnass 0e301aCHOCTb SIBISETCS OCHOBOM KU3HEACATENBHOCTU JIFOOOH
OOIIECTBEHHO-TIOJINTUYECKOW CcHCTeMbl. B wyacTHOM cilydae, >KHU3HEIEATEIbHOCTD
rocy/lapcTBa MOKHO OTHECTH K OOIIEeCTBEHHO-ToNUTHYecKor cucteme. Ecnu mrobast
CUCTEMAa HMEET BHYTPEHHEE CaMOyIpaBJ€HHWE, TO Takas CUCTEMa Ha3bIBAETCS
CaMOOPIraHU3YIOLIEHCS.

Cucmempl, dHCU3HEOeAMENbHOCb KOMOPBIX NOOYUHEHA ONpeoesieHHOU, Hanepeo
3A0aHHOU NPOSPAMME CYUJeCMBOBAHUSL C YYEMOM B8030€UCMBUll HA HUX BHEUHUX CUJ
unu Gaxmopos, UBMEHAIOUUXCS 80 8pemeH, MOJICHO Hazeamsv
CamMoOp2aHu3yIOUUMUcs. ITO OTHOCUTCS KaK K TEXHUYECKUM, TaK U K OMOJIOTUYECKUM
1 00I11eCTBEHHO-TIOJTUTUYECKUM CUCTEMAM.

BnepBbie 00beIMHUTE U 000OIIUTE HAYKY YIIPABJICHUS TEXHUYECKUX U OMOJIOTHYECKUX
BHUJIOB CaMOOPTaHM3YIOMIUXCS cucTeM mpemioxun Hopbepr Bunep m Has3Bam cBOIO
Teopuio kubepHetHkoii'. HeoGX0OMMMO OTMETHTh, YTO CAMO CIOBO “KHOEpHETHKA”
BcTpeuaeTcss yxe y IlimaroHa, KOTOpbIM MMOJ ATUM CJIIOBOM IOHMMAeT HayKy o0
ynpasienuu kopabnem. B 1834 r. dpanmysckuii pusuk Amnep Ha3zBall KUOSPHETUKY
HayKo#l 00 ympaBJIeHMH TrOCyJapcTBOM. 3aciyra Bunepa 3axirodanach B TOM, YTO OH
BbIBEJI  OOIIME TPUHIUIIBI W  MEXaHU3Mbl  yOpPaBICHUS TEXHUYECKUMHU U
OMOJIOTUYECKUMU CUCTEMaMH. Bunep MPEIOKUIT paccMaTpuBaTh
caMOOpraHu3yrIIytocs cucteMy kak Q0beKT ynpaBJjieHHsl C BO3JICUCTBYIONIMMU Ha
HEr0 BHEITHUMH CBs3sIMU (cuinamMu wian  ¢daktopamu). [lpm sToM cam 0OBEKT
yIpaBJiCHUS OH Ha3Bajl «YEPHBIM SIITUKOMY», 3TUM JaB TOHITh, YTO B OOIIEM ciydae
HAC HE MHTEPECYeT, YTO MPOMCXOJWT BHYTPH 3TOTO UYEpHOTO smuka. Hac Tombpko
MHTEPECYIOT BHEIIHUE BO3JICUCTBUSA WM CBSI3M Ha OOBEKT M KOHTPOJIUPYEMblE HaMU
BBIXOJIHBIE BEJIMUMUHBI. DT CBSI3U MOJPA3IESIINCh HA TPU IPYHIbI — KOHTPOJIUPYEMbIE
BHEIIIHUE BO3JCHCTBUS, HEKOHTPOJIUPYEMbIE BHEIIHUE BO3JCHCTBUS U YNPABISIONINE
BHEIIHKWE Bo3jcicTBHsI. Ha BhIXOZe M3 00BEKTa MBI TOJy4aeM KOHTPOJIHPYEMYIO
BEJIMYMHY WM BEJIWYUHBI, KOTOPBIC 3apaHee OIpPEACICHbl YEIOBEKOM JJis €ro
0e30macHON JKU3HENEATeNbHOCTU. M3yueHue u aHanmu3 OOIIECTBEHHO-TTOTUTHYSCKUX
CUCTEM  MPHUBOJAUT K  BBIBOAY, UYTO OTH CHCTEMbl  TakXKe  SIBJISIOTCS
caMmoopraHmzyronmmuca  cucremamu. [losTroMy  NOpuHLMOBI  yOpaBiA€HUS U
0€30MacHOCTH TMOJ00HBIX cucTeM Te ke. CaMo co0oil pazyMeeTcs, YTO BBIXOJHbBIC
napaMeTphl CaMOOPTaHM3YIOIIUXCS CHUCTEM OMPEISTSIOTCS YEJIOBEKOM TOJIBKO B
Cllydya€ TEXHUYECKMX WJM  OOIIECTBEHHO-TIOJUTUYECKUX CHUCTeM. B ciyuae
OMOJIOTUYECKUX CHCTEM OTH TMapaMeTphbl MOJJACPKUBAIOTCS HE3aBUCUMO OT BOJH
YeJoBEeKa MW MporpaMma HX O KU3HENESTEeNbHOCTH IMpeaonpeneiacHa TBopLoM.
Hanpumep, HOpManibHasi Temieparypa Tejla uejioBeka paBHa 36,6+0,3°C u oHa
MOJJICPKUBACTCS OPraHU3MOM HE3aBUCHMMO OT BOJIM CaMOT'O YEJIOBEKAa U HE3aBUCHUMO

" Hop6ept Bunep. Kubepretnka. M, 1980.
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OT BpPEMEHM TIOJa — 3UMOHM, KOrJa XOJIOJHO, WM JIETOM, KOrja Temmeparypa
OKpYXKaIoIleHl Cpesibl MOXKET ObITh 1a’Ke BBIIIIE, YeM TeMIIepaTypa Tejla YeloBeKa.

Jis Toro urtoObl OCO3HAHHO BO3JIEWCTBOBATH Ha OOBEKT YNpaBIEHUS IS
NOJJIEP’)KaHUSL €r0 B 3apaHee OINpPEACNICHHBIX NapaMeTpax, KOTopble o0ecrednBaiu Obl
ero 0e30MacHOCTh M YCTOMYMBOCTh, HEOOXOAMMO YCTPOMCTBO YyHNpaBJIEHHS.
YceTpoilcTBO ynpaBieHus: MPUHUMAET UH()OPMALIUIO O COCTOSIHUM 00bEKTa yIIpaBICHUS
(MM 4epHOTO AIMKA), CPABHUBAET 3Ty MH(OPMAIIMIO C UMEIOILEHCS y HEro 3aJaHHOM
IpOrpaMMON UK MapamMeTpaMu (3TO HaXOAUTCS B 3a/1al0lleM ycTpoiictse 3Y) u 3atem
OPUHUMAeT pEeUIeHUE O BO3JCUCTBHM HAa OOBEKT C LENbI0 KOPPEKTHPOBKH €ro
COCTOSIHUS. 3aJlalolIMMHU YCTPONUCTBAMHM B rocyaapcTBe MOryT ObITh KoHCTHTYIMS U
KonctutynunoHHbIM Cyn, MapJIAMEHT, KOTOPBIN NIPUHUMAET 3aKOHBI,
periiaMeHTUPYIOIME B KaKUX OOIIECTBEHHO-NOJUTUYECKUX TPAHUIAX MOXKET
CYILLIECTBOBaTh TOCYJApCTBO, €ro, IMPaBUTENbCTBO M Npe3ujeHT. Hampumep, ecnu
napjaMeHT NpPUHUMAeT, a MpPe3uJeHT YTBEpXKAaeT OIKET TrocyJapcTBa Ha
CJIEIYIOIIHI TOJ, TO OH YK€ SIBJIA€TCS] 3aKOHOM M HHUKaKasi CTPYKTypa He UMEeT Mpasa
€ro HapyIIUTh, OO 3a €r0 UCTIOJHEHWEM YeTKO cleauT LleHTpanbHbIil OaHK.

B uyacTtHOM cnydae, eciu OOBEKT YNpaBICHHMsS HAXOAWUTCA B 3aJaHHBIX Mpejesiax
3apaHee YCTAHOBJCHHBIX MapaMeTpoB, TO HHUKAKUX BO3JACHCTBUH Ha OOBEKT
YOPaBJIEHUS CO CTOPOHBI YCTPOMCTBA YNPABJICHUS HE IMOCTYIAET. Y IPABIISIOLINE
BO3JEHCTBUS OCYILECTBISIOTCA C TOMOIIBIO MCIIOJTHUTEIbHOI0 OPraHa.

B  mpocreiimiem  ciydae I8 HaBIAHOCTH — IIPEACTaBlIeHHs O  pabore
CaMOOPTaHU3YIOMIMXCS CUCTEM, MOKHO MPEJCTaBUTh CXEMY PabOThl TAKOW CUCTEMBI.

HNudopmanmonno-
> I/I3MCPHTCHBHBII7[
610K
F l Y
Z OOBeKT Vpassromiee
—»| vymopasieHus YCTPOICTBO

X

HUcnonauTenbHbIN
opras

Puc.1. O0o011eHHas cxema paboThl CaMOOPTaHU3YIOIICHCS] CUCTEMBI.

N3 »TOil cXembl BUJIHO, YTO Ha OOBEKT YIPaBICHUS MOTYT JIEMCTBOBATH CHJIbI 7 —
KOHTPOJIUPYEMbIE BHEIIHWE BO3JIEUCTBUS, F — HEKOHTpOJUpyeMble BHELIHUE
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BO3IEUCTBUS M X — YOPABJISAIOIIHAE BO3IAECHCTBHUS CO CTOPOHBI YIIPABISIOIIETO
YCTPOMCTBA YEPE3 MUCIIOIHUTENBHBIM OpraH, a Y — BBIXOAHAs BEJIWYMHA, KOTOPYIO
MOXHO OXapaKTEpPU30BaTh KaK MPOIYKT KU3HEIEATEIIbBHOCTH CUCTEMBI. 3]1€Ch JTUHUU
CO CTpeJIKaMH CXeMaTH4YEeCKH O0O03HA4alOT KaHaJbl, [0 KOTOPBIM OCYIIECTBIISIETCS
CBsA3b MEXIy HUMH. [[1s Toro ytoObl cucreMa paboTajia Kak caMOOPTaHU3YIOIAsCs,
HE0OXO0UMMO Hallnuue oOpaTHOM CBs3U, KOTOpasi Obl 3ambikana uuki. Ilog obpatHoi
CBS3bI0 Mbl IOHMMAEM CBSA3b, KOTOpPAs CTABUT B 3aBUCUMOCTb IPUYHMHBI OT CJIEACTBUSI.
[Ipu ympaBiieHMH MO 3aMKHYTOMY LMKIIy YIPaBIAIOUIEE BO3ACHCTBHE CTABUTCSA B
3aBUCHMOCTb OT BEJIMYMHBI OTKJIOHEHHS PEryJHpyeMod BeauuuHbl. U3 puc.l BuaHO,
YTO CXeMa YINpaBJIEHUS CaMOOPraHU3YIOLIEHCS CUCTEMbl MpeCcTaBiIsieT coOoi
3aMKHYTYIO LIETIOYKY: OOBEKT yHpaBieHUs - HHHOPMAIMOHHO-U3MEPUTEIbHBIN OJIOK -
YIIPaBJISIIONIEE YCTPOMCTBO - MCHOJHUTEIBHBIA OpraH - 00BbeKT ynpamieHus. B sToi
3aMKHYTOM LeNu OJIOKH: YMpaBIsIollee YCTPOHCTBO - HCIOJHUTENbHBIA OpraH -
00BEKT yIpaBieHUS — MPEACTABISAIOT cOO0M 00paTHYIO CBs3b. ECiM MBI XOTUM, YTOOBI
cucreMa paboTana 6e30macHo it ce0sl U JUIsl OKPYKAIOIIUX €€ CUCTEM, Mbl JIOJDKHBI
ONPENIETUTh COBOKYMHOCTh BEPXHUX M HUKHUX BBIXOJIHBIX MapamMeTpoB, B KOTOPBIX
KUZHEJEATEIBHOCTh 3TOM CaMOOPraHU3YIOIIEUCs CUCTEMbl OyJeT YCTOMYMBONH M
HaxOJHWThCA B COCTOSIHUM YCTOMYMBOTO paBHOBeCUS (IOJ  YCTOMYHMBOCTBIO
CaMOOPraHU3YOUIEHCS CUCTEMBI IOHUMAKOT €€ CBOKWCTBO BO3BPAILATHCS K MPEKHEMY
WM HOBOMY PaBHOBECHOMY COCTOSIHUIO). [[pyrumu cioBaMu, Mbl JOJDKHBI OIPEIETUTh
MAaKCHMAaJIbHbIE U MUHUMAJIbHBIEC BEJIMYMHBI BBIXOJAHBIX HapaMETPOB CUCTEMBI Y, BBIIIIE
WM HUWXKE KOTOPBIX OHAa MOXET BBIUTH M3 COCTOSIHUSI YCTOMYMBOIO pPaBHOBECUS W
caMopa3pylIUThCs. DTO HArisJHO BUAHO M3 puc.2. MareMaTu4yecKd 3TO MOXKHO
BBIPA3UTh cleayronuM o0pa3zoM: Ymin <Y < Ymax.

A
Y
Ymax
Y =1(T)
Ymin
>
T

Puc.2. YcroitunBas KU3HEAECATEIBHOCTh CAMOOPTAHU3YOIIUXCSI CUCTEM.

3nech T — Bpems, Ymax, Ymin — BEpXHUI U HUKHUN BBIXOJIHBIE NAPAMETPBI CUCTEMBI,
BBIIIIE U HMKE KOTOPBIX €€ >KM3HEAESATEIBHOCTh MOXKET OBbITh IpEKpalleHa, TO €CTh
CUCTEMA MOXKET pPa3pyWHThCH. JKHU3HENEATEIbHOCTh CAMOOPTaHU3YIOIIMXCS CUCTEM
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npejacTaBiIsieT coboi KoJjiebaTeapHbIN Tpoliecc. Eciu MpoayKT >KU3HENEATEIbHOCTU
CUCTeMBbl (3HAUYCHHWE BBIXOJHOTO TIapamMeTpa) JOCTHUTAaeT Ymax, IOCTyIaeT
YIOpAaBIISIONIEe BO3ACHCTBIE HA €TI0 YMEHBIIIEHUE, a €ClIi Y min, TO Hao0opoT. [Ipu 3TOM
€CJIM 4acToTa KoJIeOAHUM BBIXOJIHBIX IMAapaMETPOB CUCTEMbI HAaXOJHUTCS B 3aJaHHBIX
npejeiax, To MOXHO TOBOPUTh, UTO cUcTeMa ycTounBa. Eciu e yacTtoTa konebaHui
BBIXOJIUT 3a MPEJIEeNbl PACUETHBIX 3HAYEHUM, B CTOPOHY €€ YBEJIMYEHHUs, TO CUCTEMA
HEYCTOWYMBA U CIOCOOHA K caMmopa3zpyuieHuto. Hanbonee C10XHOM M OTBETCTBEHHOM
3aja4eil B pa3pabOTKe CaMOOPraHM3YIOMIMXCA CHCTEM SIBJISIETCS OMNpeJeeHHUe
MaKCUMaJIbHBIX M MHUHHMMAaJIbHBIX BEJIMYMH BBIXOJHBIX TapamMeTpoB cucteMbl Y. B
JTAHHOM CJIy4ae Mbl paccMaTpUBaeM MPOCTEHIIYI0 CUCTEMY C OJHUM TapameTrpom. B
pEaTbHOCTH CaMOOPTaHM3YIONIUECS CUCTEMbl HUMEIOT JIECSITKA ThicSd u  Ooiee
BBIXOJIHBIX MMapaMeTPOB, KOTOPbIE OHU JIOJKHBI KOHTPOJMPOBATh M YIPABIATh U IS
Ka)XJIOT0 U3 3THX MapaMeTPOB JOJKHBI ObITh YETKO YCTAHOBJICHBI BEPXHUE U HUKHUE
WHTEPBAJIbI 3HAUCHUM, BBIMJISI 32 KOTOPBIE CUCTEMa MOXKET ObITh pa3pyiieHa. OcoOeHHO
ATO OTHOCHUTCSI K OHMOJIOTMYECKUM U OOIIECTBEHHO-TOIUTHYECKUM cuctemam. Jlis
TOTO, 4TOOBI JII0Oas cucTemMa paboTajia B BBINICYKAa3aHHOM pEXHUME, HEOOXOIHMMO,
yTOOBl MEXAY €€ 3BEHbAMHM CYILIECTBOBAJIA HE IMPOCTO oOOpaTHas CBS3b, a
oTpuuaTeJbHas oOpaTHas cBsa3b. [loHnmaercs 310 cremyrommM obpaszom. Ecmim
3HAQ4Y€HUE BBIXOJHOTO TMapaMeTpa YBEJIUYMBACTCS U JOCTUTaeT MakCUMyma, TO €CTh
BEPXHEro MpeJebHOr0 3HaueHus (Kak 3TO BUJIHO Ha puC.2), TO oOpaTHas CBS3b:
YIPaBJISIONIEE YCTPOUCTBO - UCIOJHUTEIBHBIA OpraH - OOBEKT yMpaBiieHUs OyleT
BO3JICKCTBOBAaTh HAa OOBEKT YIPABIICHHS TaK, YTOOBI MMOHU3WTH 3HAYEHHE BBIXOIHOTO
mapamMerpa W HaoOopoT. Ecnm 3HaueHHWe BBIXOJHOTO IMapaMeTpa YMEHBIIACTCS U
JOCTUTaeT MUHMUMYMa, TO €CTh HWIKHETO TMPEJeIhbHOTO 3HAYEHHUs, TO oOpaTHas CBS3b
Oyler BO3/IEWCTBOBaTH Ha OOBEKT YHpPaBJICHUS TakK, YTOObI TMOBBICUTH 3HAYCHUE
BBIXOJITHOTO MmapaMmeTpa. M B TOM, U B IpyroM ciiydae MEHSETCs 3HaK WJIK HalpaBiIeHUE
BO3/IeCTBUA. B ATOM cilyyae Mbl TOBOPHUM, YTO B CAaMOOPraHU3YIOIIMXCS CHUCTEMAaX
CYILIECTBYET OTpHIIaTeNIbHAsA 00paTHas CBA3b.

CamMbIM  BaXHBIM OpPraHoM B  CaMOOPraHU3YIOIIUXCS ~ CUCTEMax  SIBJISIETCA
HH(POPMALMOHHO-U3MEPUTEIbHbIM 0JIOK WX, MPOUIE TOBOPs, MHGPOPMALMOHHASN
noacucrema. OHa J0KHA 00J1alaTh OOBEKTUBHOCTHIO, MOMEXO3AIIUIIEHHOCTHIO U
BBICOKOW CKOPOCTHIO Tiepeaaun nHdopmaiuu. Eciu xoTs ObI OWH U3 ATUX TPUHITUIIOB
Oyzmer HapylleH, YNOpaBISIONee YCTPOMCTBO OyneT MNpUHUMATh HealeKBaTHbHIE
pelieHuss 10 BO3JCUCTBUI0O Ha OOBEKT yIpaBieHUsA, B pe3yjabTare dYero
CaMOOPraHU3YIOIIAsACI CUCTEMA PA3PYLLUTCH.

[TomMex03aIUIIIEeHHOCThI0 U BBICOKOM CKOpPOCTBIO Mepenaud HHPOpMAIUH JO0TKHBI
00JasaTh M KaHajbl CBSI3M, IO KOTOPHIM Iepeaaetcss nHpopMalusi, IOTOMY YTO €CIIH
uHpopmaiusi 00 00beKTe OOBEKTHMBHA, a KaHaJl CBSI3U HE 3allMILIEH U Mepeaaya Io
KaHajaM CBS3M 3aJepXKHUBaeTcs, MOCIEACTBUS OyayT Te »xke. Meronamu mnepenadu
uHpOopMaIK B OOIIECTBEHHO-MOJUTHUECKUX CHCTEMaXx SIBISIOTCS MeYaTHbIC M3IaHUS
(razeTpl, JKypHajbl, OOJUIETEHH M pa3IM4yHble JAOKYMEHTHl [€YaTHOIO WU
PYKOITMCHOTO THMA), a TAKXKe AJIEKTPOHHbIE BU/IbI MH(POPMAIIIOHHOTO MPOCTPAHCTBA —
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TeneOHHAsI, TEIEBU3MOHHAs, PaJUOTEXHUYECKas, CIYTHUKOBAas M, CaMO€ Ba)XKHOE,
WHTEPHETHAsI CBsI3b (BceMHUpHas mnayThHa). OO0 WHTEPHETHOW CBS3M HY)KHO CKa3aTh
OTJIeJIbHO, MO0 COBPEMEHHBIE €ro BO3MOXKHOCTH TOWCTHMHE HeorpaHW4eHHbl. Ha
CErOJIHSIIHNI [I€Hb WHTEPHETHAsl CBS3b SBJISETCA CaMbIM MOIIHBIM HCTOYHUKOM
uHpOpMalMKM, KOTOpas IMOJIy4Wsa KOJIOCCAIbHOE pPa3BUTHE M NPOAOKAET
COBEPILIEHCTBOBATHCSA OYKBaJIbHO KaXK/IbIi JCHb.

['oBOpsi OT TENEKOMMYHUKAIIMOHHON CBSI3M, HEOOXOIUMO OTMETHTh, YTO BCEMHUpPHAs
nayTMHa WM nonpocty MHTepHEeT mo3Bojmia co3faTh HEKoe KHMOepIpOCTPAHCTBO, C
IOMOIIBI0O KOTOPOrO HE TOJbKO PEBOJIOLMOHHBIM METOJOM HW3MEHMUJIACh BCS
dbunocoduss MHPOPMAIIMOHHOTO TPOCTPAHCTBA W CBSI3M, HO M IIPEJCTaBUIACH
BO3MOXKHOCTh BCEMY HACEJICHHMIO 3€MHOr0 Iapa TMOJYy4YUTh MpsIMONH JOCTYN K
KOJIOCCAJIbHBIM HWH(OPMAIIMOHHBIM TIOTOKaM. bosiee TOro, Ha KaueCTBEHHO HOBBIH
YpOBEHb BBIIIET MOUCK HeoOXoauMoil nHdopmaimu. Eciu OykBanbHO KaKUX-HUOYIb
30 ner Hazaj 4YTOOBI MOJYYUTh HauOOJIEe MONHYIO HHPOPMALKIO O KaKOM-JIMOO
Ipolecce CTYACHTY WIM HAyYHOMY PaOOTHHUKY HE0OXO0IUMO ObLIO MPOBOAUTH MECSLIbI
B CHEIHMATM3UPOBAHHBIX OMOIMOTEKax, TO celyac Ty ke HH(GOPMALHUIO MOKHO
MOJIyYUTh 32 HECKOJIbKO cekyHa. Ha npuniune MuTepHeTa KapJuHAIBHO W3MEHUIIACH
tenerpadus, TenedoHHas U BUAECOCBA3b. Hapsay ¢ kadyecTBOM CBsI3H, MOHU3MIIACH U €€
croumocth. Ceilyac MOYTH TOJTHOCTBIO MEXKIYTOpOJIHUE Telne(OHHBIE pPa3TOBOPHI
OCYILECTBISIIOTCS 4epe3 MHTepHET M mpu 3TOM 00OecreynBaeTcs BHICOCBS3b C
aboHeHToM. OJHAaKO JOCTYHHOCTh WHTEPHETHOW CBSI3U, C MOMOIIbIO KOTOPOU
NPAaKTHYECKU BCS MHPOpPMAIIHS MTOCTyNaeT B APMEHHIO U BBIXOJUT M3 HEE, OCTaBJISICT
KEJaTh Jy4IIero.

[Ipu nepenavue nndopmanuu ¢ nomouiplo MHTEpHETa OYEHb BakHAa MH(POpPMaLMOHHAS
Oe3omacHocTh B camoi cucteme HMurepHera. J[laHHBIE BHUJI HMHPOPMALMOHHOMI
0e30MacHOCTH B HACTOsSIIEE BpeMsi CTal Haubojee akTyaJieH MO TOW MPUYHMHE, YTO
MPAKTUYECKA BCE KOMIIBIOTEPHI MHpa, HE3aBUCUMO OT TOro, paboTaloT OHU B
rOCYJApCTBEHHBIX YUPEXKACHUAX WIH HAXOAATCSA JOMA Yy IMOJIb30BATEINS, CBA3AHbBI MEXK
co0o0i1 uepe3 MHTepHET. 31€Ch OTKPHIBAETCS MOPE BO3MOXKHOCTEHN ISl IPOHUKHOBEHHSI
B CEKpeTHble 0a3bl JaHHBIX BOEHHBIX BEJIOMCTB, OaHKOB, IIPOBEICHUIO
MPOMBIIIICHHOTO IIMHMOHAXXA, B3JIaMbIBaHUS CAaWTOB, HACAXACHUS JE3MH(POPMALUUA U
MHOroro apyroro. C 3Toi Heapl0 MUILIYTCS BCEBO3MOKHBIE BUPYCHBIE KOMITBIOTEPHBIE
IpPOrpaMMbl, KOTOpPbIE MPOHUKAIOT B JIF0O00I KOMIIBIOTEp W MOTYT CHUJIETh TaM [0
HACTyIUIeHUs1 yaca X. B HyXHBIII MOMEHT OHM IO KOMaHAE C KaKOro-IuOO LEHTpa
HaYMHAOT padoTaTh M pas3pyliarh JOOyH oOmnepaluoHHyr cuctemy. IloaTomy
rocyaapcTBa, KOTOpbIe 3a00TATCS O CBOeH MH(MOPMAIIMOHHON 0€30MacHOCTH, UMEKOT
CHelMabHbIE  CIIY’)KOBI ~ MPOrpaMMHOTO  OOECHeYeHHsl, KOTOpPbIE  IO3BOJISIOT
pacno3HaBaTh M YHHMYTOXKaTb HOBBIE BHUPYChl WJIM pa3pabaTeiBaTh UX IS
IIPOHUKHOBEHUS B KOMIIBIOTEPHBIE CETU BEPOSTHOTO MPOTUBHHUKA.

[lonsitTne wuHpOpManuu B KUOEPHETUKE POJCTBEHHO TIOHSITHIO OTPaXCHHS B
nuanexkTruke. CBOMCTBO OTpakKeHUsl MPUCYIIE HE TOJBbKO 0OBEKTaM, HO U MPOLECCy U
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3aKJII0YAETCSI B TOM, YTO MEXIY COCTOSHHEM B3aWMOJCHCTBYIOIIMX OOBEKTOB
CYILIECTBYET ompeseneHHas cBa3b. OgHako (uimocoduio mpexie BCEro WHTEPECYIOT
KAueCTBEHHBIC  pa3Nu4Msl MEXKIy TUIOAMU OTPaKEHHA, a KHUOEpHETHUKYy —
KOJIMYECTBeHHbIE omnucaHus. [103ToMy HMEIOTCS U B BHUAY COOTBETCTBUS MEXKIY
OLLYIIEHUSMH U PEaJTbHOCTBIO MM MOJOKEHUEM CTPEJIKU BOJIBTMETPA U HAIPSHKEHUEM
Ha ero KJieMMax, B MOJIOOHBIX CUTYalUsX OAUH OOBEKT OTPasKAET APYTOid, OUH OOBEKT
coAepXUT uHpopMaluio o apyrom. [loaTomy MOXHO cka3zaTh, YTO MH(pOpMaNUs eCcTh
OTpakeHUe OJAHOr0 00BEKTa APYTUM, IMPOSBIIAIONICECS MPU HATUYMKU COOTBETCTBUS UX
cocTosiHUU. OJIMH OOBEKT MOXKET OBITh OTPAKEH HECKOJBKUMHU JIPYTUMHU OOBEKTaMHU.
Nudopmannio, ¢GuKCcUpoBaHHYI0O B OmpenelieHHOW (opMe, MOXHO Ha3BaTh
coodomenueMm. CooOuieHHEe MOXXET HMETb CcaMoe pa3JIMYHOe COJepXKaHHe, HO
HE3aBUCHMO OT 3TOro, BCerga OToOpaxkkaeTcs B BUAE CHUTHaja (DIEKTPUUECKOTO,
3BYKOBOT'0, TEKCTOBOTO U Jp.). @OopMUpPOBaHKE JIFOOOr0 CUTHAJIA CBSI3aHO C Nepenayeit
COOOIIEHHSI OT OTIPABUTENS K IOJydaTesto, KOTOpble B OOIIEM cliydae pa3/ielieHBbI
IPOCTPAaHCTBOM M BpeMeHeM. CHIrHaJl MOXHO OXapaKTepu30BaThb KakK CpPEICTBO
nepenayd MHGOpMaMU B MPOCTPAHCTBE U BPEeMEHHU. AHAIIU3 CUTYyallUid, B KOTOPBIX
y4acTBYeT CHUTHaj, MPUBOAUT K BBIBOAY, YTO XOTS CHUTHaJ CBS3aH BCeraa cC
MaTepuaibHbIM OOBEKTOM, OOJIBIIMHCTBO KOHKPETHBIX CBOWCTB 3TOr0 OOBEKTa
HecyllecTBeHHO. Hanpumep, mpu 03HAKOMJIEHHHM C COJEp’KaHHEM I€YaTHOTO TEKCTa
HEBAKHO, KaKUM HIpU(PTOM WIM Ha Kakoil Oymare oH HameuyaTaH. [[Jisi COOTBETCTBHUS
MEXAYy COOOIIEHHMEM M CHUTHAJOM, T.€. BO3MOKHOCTBbIO HU3BJICUEHHUS! COOOILEHUS W3
MOJlyYEHHOTO0 CHUTHajka, TMOCIEeIHUN JOJKEeH (OPMUPOBATHCA IO OIpPEEICHHBIM
npaBwiaM. Takoe TOCTPOEHHWE CHUTHaJIa Ha3bIBAIOT KOAUMpPOBaHHMeM. B mro0bIX
CaMOOpTraHM3yIOIIMXCA  cucTemMax uHbopManus KogupoBana. Hampumep, B
OOLIECTBEHHO-TIOIUTUUECKUX CUCTEMAX KOJUPOBAHHEM MOXKET OBbITh SI3bIK OOIICHMS,
ero 3ByuyaHue M npasomnucanue. CooOlieHue o TOM, 4TO, HallpuMep, «CTeHa Oemnas»
MOXKHO IepesiaThb U HalMcaTh Ha Pa3IMuHbIX s3bIKaX, — «wjuunp uyhwnwl by wm
«the wall 1s white». Coaepxkanue To *e caMoe, HO KOAUpOBaHUE (B JaHHOM CiIyd4ae,
SI3BIK OOIIIEHUS) — PA3JIMYHO.

Oco060 BaxxHO 00paTUTh BHUMaHUE HA KogupoBaHuu uHpopmaiuu. Eciu unpopmarius
KoH(UIEHIIMaTbHA, TO OHA JIOJDKHa WMETh HECKOJBKO CTENeHEH 3aIuThl OT
HECAaHKIIMOHMPOBAHHOTO BXOJa B KaHaJl CBS3M M pacuIiMpoBKH OIMNIMOHEHTOM
COOOIIeHHUsST WM KakoW-muOo 0a3bl JAHHBIX, KOTOPBIE SIBJISIOTCS OCHOBOM
0e30macHOCTH J1t000i1 0011IeCTBEHHO-TIOTUTHYECKON cuctemsl. [Ipu 3ToM nHpopMaius
MOXKET HECTH B cebe CBEeICHHS OOOPOHHOTO, IKOHOMHYECKOTO, IMPOMBIILIEHHOTO,
HKOJIOTHYECKOT0, IeMOTpaueckoro U COIMaIbHOTO XapakTepa. Ecim jke onmmoHeHTHI
OyIoyT 3apaHee 3HATh CTpaTernmyeckyro HWHGOpMAINIO, TPUHAIJICKANYIO TaHHOM
0OIIECTBEHHO-TIOIUTHYECKOW CUCTEME, TO BIIOCIEICTBUU JJOBOJIBLHO JIETKO pa3padoTaTh
HEKOHTPOJIMPYEMbIE BHEIIHUE BO3JEHCTBUS HA OOBEKT YNpaBIEHUSI U MPUBECTU €0 K
rudeNv Wi pa3pylieHuIo.
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Knaccuuecku cunraercs, 4to odecrnedeHne 6€301macHOCTH HHGOPMAIIMKU CKIaAbIBACTCS
u3 Tpex cocrapistomux: Kondbunennmaneaoctu, [lenoctnoctu u JloctynHoctu (puc.

3).

UHdbopmaiiyus

S

Puc. 3. UadopmanimonHas 6€301macHOCTh 0011IE€CTBEHHO-TIOJIUTUYECKUX CUCTEM.

ToukamMy TIPUIIOKEHHS TIpoIIecca 3auThl HHPOpMAITUU K HHPOPMAITMOHHOW CHCTEME
SIBIISIIOTCS  ammapaTHoe oOecleueHue, NporpaMMHOE oOecneuyeHne M oOecreueHne
CBSI3U (KOMMyHHKaLu/H/I)2 Camu MexaHU3MBI 3allUThl PA3JICIAIOTCS Ha 3aIIUTY
(U3UYECKOr0 YpOBHS, 3alllUTy IEepCOHAla M OpraHW3allMOHHBIN ypoBeHb. Eciu 1o
KOH(PHUACHIIMATLHOCTH W IEJIOCTHOCTH WH()OPMAIMOHHONW O€30MMacHOCTH CTpPaHbI
mpsiMasi  OTBETCTBEHHOCTh JICKHUT Ha crenciayx06ax u CoBere HalMOHAIBHON
0€30MaCHOCTH CTpaHbl, TO JTOCTYMHOCTh WHGOpPMAIMU 3TO CYry0O MOJUTHUYECKUUN
aCIeKT U OTBETCTBEHHOCTh 3a HEro MPsIMbIM OOpa3oM JICKHUT Ha IMPABUTEIHCTBE U
NpEe3UJICHTe CTpaHbl. B JaHHOM ciydae Hac HMHTEpPECyeT MOJUTUYECKUNA aCIeKT
uH(OPMAIIMOHHOMN 06€30MMacHOCTH.

? UndopmanmonHas 6e3omacHocTh. Bukumnenns. http:/ru.wikipedia.org
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Jlnst HOpMabHOHM JKM3HEIEATEIbHOCTH JTI000T0 00IIecTBa HE0OXoauMa OObEKTUBHAS
uHpopmarlus, kotopast Obl oTOOpakana ero coctostuue. i monydeHus: 0ObEKTUBHOMN
nHpopManmu HeoOX0aMMO, 4TOOBI cpeacTBa MaccoBoit nadopmanuu (CMU) paboranu
B CBOOOJHOM PEXHMME M Ha HUX HE OKa3bIBAJOCh OBl HUKAKOE JIaBJICHHE CO CTOPOHBHI.
Ho 5To0 He roBopuT O TOM, UYTO Kakas-TMOO OOIIECTBEHHAs OpTraHHU3aIUs WIH
MapTUHHBIA  OpraH HE WMEeT TMpaBa UMETb cBoe cobctBenHoe CMU wu
MpoNaraHAupoBaTh CBOM B3IJIAJAbl Ha JKU3Hb 1O TOMY WIHM HWHOMY BOIPOCY
KU3HEACITEIHHOCTH 00IIecTBa. BaXHOCTH 3aKII0YaeTCsS B TOM, 9TO OOIIECTBO MMEET
IpaBoO BHIOOpA W CBOOOTHOTO JOCTyMa K HH(MOPMAIINH, KpOME Te€X BUAOB HHPOpPMAIIUH,
KOTOpasi 3aCeKpeueHa M COACPKHUT B ce0e CeKpeThl 0OOPOHHOTO, AUIIOMATHYECKOTO
XapakTepa WIH € MpOoMaraHaupyeT UAEH, BXOJAIIME B MPOTUBOPEUUE C 3aKOHOM —
HalpuMep, pacusM, BEPOHEHABHUCTHUYECTBO W Japyrue. [lorpebutens cam Bopase
BBIOMpaTh TOT WJIM WHOW WHGOPMAIIMOHHBIN KaHAJI, K KOTOPOMY ITMTAET JOBEpHE.
Takum oOpazom, ISl KaXIOro HHAMBUAyyMa TPOUCXOAUT E€CTECTBEHHBINM OTOOD
WHQOPMAIIMOHHBIX ~ HWCTOYHUKOB WM MPEANOYTCHHE  TOMY  HWJIM  HHOMY
uHdopMalMoHHOMY KaHany. Eciam HapymieH »TOT TpUHIMI W B OOIIECTBE
nH(pOpMAaIMOHHAS TOJUTUKA HAXOJUTCS TOJ KECTKHUM KOHTPOJIEM OJHOTO YEIOBEKa
WO TPyNnmbl Jdl (HampuMmep, TOTaJIUTapHOE TIOCYJapCTBO), TO Takoe OOIIeCTBO
sBysieTcss 00IbHBIM. B TakoM oOmecTBe TepseTcs Bepa B 00bEKTUBHOCTh HHGOPMAITUN
Y 9TO YPEBATO TSXKEIBIMU MOCIEACTBUAMH HE TOJBKO JJis1 OOIIECTBA, KOTOPOE KUBET B
rocyJIapcTBe, HO M JIJI1 CaMOro roCy/1apcTBa.

B pa3BenpiBaTenbHbIX 1esX uHGOpManus 00 00beKTe JOKHA MOCTYNATh THIATEIHHO
IMPOBEPEHHON U, KakK MpPaBUJIO, OT HECKOJIbKMX, HE3aBUCIIIMX JApyr OT Jpyra,
WH()OPMAIIMOHHBIX UCTOYHHUKOB. J[711 yero 3To HeoOxoaumMo? OOBIYHO KOHTppa3BeaKa
3aHsTa HE TOJBKO OOHAPY>KEHHEM U YCTPAHEHHUEM areHTOB MHOCTPAHHOM pa3BEIKHU.
Omna pabotaet 6osee ToHKO. OOHAPYKHB MHOCTPAHHOT'O areHTa, OHa €ro He YCTPaHseT,
a BEIeT 3a HHUM TIIATEeJIbHOE HAOII0JIeHHe, BXOAUT K HEMY B JOBEpUE U
«TPEAOCTaBIACT» eMY Je3UH(GOPMAIIHIO I €€ MOCISAYIONMEeH mepeaadn MoxydaTelto.
B sTtom cimydae nenaTh OOBEKTHBHBIE BBIBOJIBI O TOM WJIM MHOM MPOLIECCE YKE He
MPEICTABISACTCS BO3MOKHBIM UM TEM CaMbIM pPa3pylIaeTcsl MPOIECC YMpaBICHUS H
MPUHATHS aJICKBATHOT'O PEUICHUS 10 TOMY WJIM HUHOMY BOIIPOCY.

[IpencraBum cebe, YTO €CTh 1Ba COCEAHUX rOCYAApCTBa, Y KOTOPHIX IPUMEPHO PaBHBIE
DKOHOMHUYECKHUE, BOCHHO-TEXHUYECKUE WM JIOJCKUE pecypcehl. Jpyrumu cioBaMH, IO
BCEM CBOMM IIapamMeTpaM OHHM paBHbl. B 3TOM cilydae MaloOBEPOSATHO, 4YTO OJHO
roCyZJapCTBO OCMEJIMTCS HayaTb BOCHHBIC JEWCTBHUSA IMPOTUB JPYroro rocyIapcTsa.
OpaHako mpH BCeX MPOUYMX PaBHBIX YCIOBHUSIX B COBPEMEHHON BOMHE MOOEKIAET TOT, y
KOro HMH(OpMaluMoHHas 0€30MacHOCTh Bblll€. B JaHHOM cllydyae Ha MEpBbIM IUIaH
BBIXOAUT MH(OpPMALMOHHAs BOWHA MEXIY COCEIHHMH rOCyAapCTBaMH, KyJa BXOIUT
pa3pylIeHUE BOCHHBIX M TPAXKIAHCKUX KaHAJIOB CBS3M, IIOJIHOE pa3pylLICHUE
KUOEpHpPOCTPAHCTBA MPOTUBHUKA U MH(OPMALIMOHHBIN TeppopusM. SpKUM NpruMepom
MH(OPMALIMOHHOTO TEppopU3Ma SBISAIOTCS MOCIAEAHME [JIBa 3EMJIETPSACEHUS B
ApMeHHH, TOJYKK KOTOpPOro omymaiucs B EpeBane. Cpa3y mociie TOJYKOB JIIOJIHA B
MaHuKe OpPOCHUIIMCH OMOBELIATh APYT Apyra O TOM, YTO POBHO uepe3 2 yaca (SIKOObI
paaro U TeJleKaHalIbl COOOIIMIIN) 3eMIIETPSICEHUE MOBTOPUTCS M HAJIO BCEM BBINTH U3
cBoux AoMoB. KTo-TO mpeaHamepeHHo myctuia nae3uHpopmanuio, a CMU, B cBorwo
ouepelp, ONO3Jald C €€ ONPOBEPKEHUEM. TOT Ke caMblii TEPPOPU3M MOXKET
HaO0JII01aThCsl B BOGHHOE BPEMsl, KOTJja B BOMCKA CIELICPEJCTBAMU CBSI3U MPOTHUBHUKA
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MOXET BOpachIBaThCS 3aBEAOMO JIOKHAs HMHGPOpMAIUS O TOM, YTO Ha COCETHEM
y4acTKe TMpopBaH GPOHT U BCe YOEraroT CO CBOMX MO3UIIUNA. ITO MPUBOAUT K TTAHUKE B
BOMCKaXxX M CpaKE€HHE, a BIOCIEICTBUH U BECh UCXOJ BOMHBI, MOXKET OBITh IIPOUTPAH.

C momompio WHOOPMAIIMOHHONW BOWHBI MOXHO JECTa0OWMIM3HPOBATH OOIIECTBO W
JIOBECTH €0 JI0 PEBOJIIOIMOHHBIX JACHCTBUM U JaXKe dTHUM CIOCOOOM Pa3pyIIUTh CaMo
rocyJapcTBo. B 3ToM cilydae B CHITy BCTYIMAeT 3aKOH PE30HAHCA, KOTJa C MOMOIIBIO
TIIATEILHO TMPOCYNTAHHONW W BOBpEMsI BOpachIBaeMO# ne3nH(popManmeit pa3pymiaercs
CTaOMIBHOCTH OOIIECTBA M HAPOJ MPOBOLMPYETCS Ha AKCTpeMallbHbIC JaekcTBUsA. Ha
puc. 3 npeAcTaBieHa  JUHAMHUKA  PE30HAHCHOTO  pPa3pyIICHHs]  JTFOOOM
CaMOOPTaHU3YIOIIEHCS CHCTEMBI U B YaCTHOCTH OOIIIECTBEHHO-TIOJIUTHYCCKOM.

JvHaMKKa paspylleHHsa CaMOOPTaHU3YIOIeHCa CUCTeMbl

Ymax

Ymin

Puc. 3. Pe3onancHoe pa3pylieHre o01eCTBEHHO-MOJUTUYECKOW CUCTEMBI C TIOMOIIBIO
MH()OPMaLIMOHHOTO BO3ACHCTBUS

He BnmaBasick B TEXHMYECKYIO CTOPOHY BOIpOca, MONMpoOyeM pa3o0paTbCsi B KAKOM
COCTOSIHUM HAaXOAWTCS JOCTYMHOCTh M JOCTOBEPHOCTh WHGMOpPMAIMH IS Tpa)kKaaH
ApMeHud, Kakue MpoOJeMbl CTOSAT Iepe]l BIACTIMU W OOIIECCTBEHHOCTHIO IS
obecrieueHus JIOCTYITHOCTH uHopMaImm. HaubGonee MaCCOBBIN BU/
MH()OPMAIIMOHHOTO O0ECIeUeHUs — TeIEBUACHNE — MO (PaKTy yNpaBIsIETCS U3 OJHOTO
1eHTpa. JBaamarh ¢ JUITHUM KaHAJOB OTEYECTBEHHOTO TEJIEBHIACHUS MPETOTHOCST
00I1IeCTBY TIIATEIBLHO HACOJIOTHYECKH 00pabOTaHHYI0 M OJHOOOKYIO HH(MOpMAaIuio,
YCBOMB KOTOPYIO JenaTh Oojiee-MeHee OOBEKTHBHBIE BBIBOABI O TOM WM HHOM
mpoliecce, HE TPENCTaBIsAETCS BO3MOXKHBIM. EnuHCTBEeHHBIN TenekaHan Al+ 1o
MPUYMHE CBOECH OOBEKTUBHOCTU M OCBEIICHUIO PA3IUYHBIX MHEHUN ObLIT 3aKPBIT TOCIIE
Tepakta B  HamuonanpbHOoM  coOpaHuu  ApMeHHMH.  YJIBTPaKOPOTKOBOJIHOBBIC
paguocTaHIuu (Tak Ha3piBaeMble FM  paauocTaHIMK), B OCHOBHOM, 3aHSTHI
pa3BleKaTeIbHBIMU TIpOrpaMMaMH M pekiaamoil ToBapoB. Ilpu 3TOM OHU He
OXBaTBIBAIOT BCIO TEPPUTOPHIO PECIyOJMKH M 30HA WX JICUCTBHUS PACIPOCTPAHSICTCS B
OCHOBHOM Ha cromuily. OOIIECTBEHHOE paaW0 TIOCTEIICHHO YTPAa4YWBaeT CBOIO
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3HaYMMOCTh, TOCKOJIBKY MIPHU CTPOUTEIHCTBE HOBBIX JIOMOB IPOBOJIKA JINHUU Paio HE
npoBoautTcs. TenedoHHass CBsI3b, KaKk HMH(DOpPMAIMOHHAS CHUCTEMa, 10 HEIaBHETO
BPEMCHH HaXOAWJIACh B BEChMa IIAYEBHOM COCTOSIHUU, TIOCKOJBKY €IMHCTBEHHBIH
MOHOTIOJIUCT B 3TOM BHJIe «APMEHTEI» KpOMe KakK MOJYyYSeHHEM HEKOHTPOJIHPYEMBIX
CO CTOpPOHBI OOIIECTBa CBEPXIPHObUICH NPAKTHMUECKW HUYEro He Jnenai. Toibko
NOSIBJIGHUE JPYTUX ONEpaTOpOB CBSA3M, Jla U TO TOJBKO B YacTU MOOWIBHOM
Tene()OHNH, 3aCTABIIIM ATOTO MOHOIIOJHMCTA YyTOUKY 3amieBenuThes. Ho mo cux mop
KauecTBO CBSI3M U OOCIyXHUBaHUA MO cpaBHeHHMIO ¢ Vivacell ocraBmser »xenarh
ayqmiero. EcTe Hamexkma, 4To C TOSBICHHEM TPETHErO OINepaTropa CBS3H B CTpPaHE
KapTHHA U3MEHUTCS B JIYUIITYIO CTOPOHY.

Ceituac B ApMeHun HauOoJsiee CBOOOJHBIM sBIsieTCs MHTEpHET, MOCKOJIbKY MOKa
TOJIbKO B HEM MOTYT CO3/1aBaTh CBOM MH(OPMALIMOHHBIE CAUTHI U3/IaHUs, 00pa3 MbICIU
KOTOPBIX OTJIMYAETCA OT IMpaBsuier naptud. OJHAKO OMNBIT IMOCTCOBETCKUX CTpPaH
MOKa3bIBAET, YTO CO BPEMEHEM, 3TU CalThl OYyT TaKkKe 3aKpbIBATbCA U MOJ 3TO OyIeT
MOJBOJIMTHCS 3aKOHOJaTenbHas 0Oa3za. Hampumep, kak coobmiaer «Komcomonbckas
npaBaa» ot 14.07.09, «KazaxctaHCkue O3€pbl MEPEKUBAIOT HE JIYUIIHE BPEMEHA.
Teneps 3a cMenoe, ONPOMETYUBO OCTaBlieHHOE B CeTH CI0BO UM MPUAETCS HECTU
OTBETCTBEHHOCTb — BIUIOTH 0 YIOJOBHOHW. Panes 3a yperyiaumpoBaHHE «BCEMHUPHOU
naytuHsl», Hypcyntan Hazap6aeB npupaBHsn abcoiatoTHO Bce MHTEpHET-pecypehl K
CMMU. Orsbine yaThl, Osioru, WHTEpHET-MarasuHbl U TPOUYME BeO-CAWUTHI JIOJKHBI
dbopMupoBaTh CBOH KOHTEHT C OTIJISIKOW Ha 3aKOHOAATeNbCTBO. I[lpmueM 31O XKe
MepHIIo OyIyT IPUMEHSTh U MO OTHOUIEHUIO K 3apyOekHbIM caiiTam. B ciydae vero
JOCTYIl K JII0OOMYy TMpOTHMBOpedalleMy 3akoHoAaTenbcTBy Kazaxcrany caifty
HEMEJUIEHHO 3a0JIOKUPYIOT». AHAJIN3 MOKA3bIBAET, UTO MO 3TOMY IIyTH MOXKET MONTH U
Apmenus. Beap 3akpbut ke Pobept KowapsitH Ha Tepputopun ApMEHUU POCCUUCKUIN
tenekaHal HTB Tonbko 3a TO, 4TO TOT Aajl HETUUEHPUITHYIO MH(POPMALMIO O €ro
CBIHE.

B 3aknmrodeHre HE0OXOJWMO OTMETHUTH, YTO TIPE3WACHT, IMPABHTEIbCTBO, CIyK0a
HaIMOHAIbHON Oe3omacHocTH Apmennn W CoBeT HaIMOHAIBLHON 0€30MMacHOCTH
JOJKHBI CaMO€ THIATebHOC BHUMAaHUE YJEIATh WH(GOPMAIMOHHON O0€30MacHOCTH
ApMEHUH, TTOCKOJIBKY TOJBKO HAJICKHOCTh MH(MOPMAIIMOHHON OE30IaCHOCTH MOKET
o0ecCIleYnuTh BOCHHYI0, OKOHOMHYECKYIO, JKOJOTHYCCKYIO, TPOMBIILICHHYIO M
IIPOJIOBOJILCTBEHHYIO 0€30MacHOCTH JII000H 00IIEeCTBEHHO-TIOJUTUYECKOW CUCTEMBI U
ApMeHUU B YaCTHOCTH.

Kapaner Kajienusin
aomunucmpamusnwviii oupexmop ALJCHH
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